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Doy 1

10:42 AM: (MOPE_1E Opening Ceremonies)

It all storts Fridoy morning. doin us as we moke sure everything works befFore
another HOPE is unleashed on everyone.

11:00 AM: (Dork Web Digger: Modulor Scroping For Dork Web
Intel]

Dork web Forums are o moJor resource For the hocking community and ploay o
large role in the spreod oF inFormaotion, doto leoks, tools, services, and reloted
transactions. While it is common For users to keep similor usernomes and
identifers ocross difFerent Forums Lo maintain their credibility, these users
oFten need to creote or chonge accounts. The prototype presented here looks
to tie anonymized accounts Lo the same user, as they will likely howve similor
languoge usoge, post content, tools, toctics, and procedures {TTPs). The
presenters developed o modular web scroaper thot con extroct doto From
Forums and store said doto For analysis. They explore opportunities to leverage
machine leorning techniques to avtomate ond enhance the process of cyber
threat intelligence {CTI} analysis in the Future. This includes using notural
languoge processing {NLP}Y Lo digitally fngerprint users based on speech
potterns, trend detection between users and Forums, ond even o chotbot to
assist the tool’'s users in Anding specifc inFormation. The proJect provides
analysts with o wholistic view oF how users interact on these Forums, making it
more Functional and versatile.

Speoakers: Somoantho Stortz, Dominick Foti
Location: Marilloc Auditorium



4 Loy 1- Talks

12:00 PM: [The Five Pillars For Rewriting History ond Culture)

Fraom printing press to blockchaoin, technological advances reshope historical
norrotives across Rve pillars: Anonce, governoance, Foith, communications, and
consciousness. InfFluential entities employ sophisticoted cyber and inFormation
solutions to manipulote resources ond power. Bovernments, corporations, and
NGEO=s monoage narratives, shoping opinion and obscuring truths as they manoge
perception. Religious groups use digital plotForms to spreod doctrine, blurring
traditional Faith boundaries. Sociol medio and emerging technologies amplify
disinFormotion worldwide. These operotions exploit cognitive vulnerabilities,
reshaping collective memory and Fueling evolving consciousness. This talk will
examine how technology-driven psychological operations con unmoks historicaol
canons, normalizing new realities ond maorginalizing dissent. The presenters will
highlight ethical dilemmaos and stress the urgent need For troansparency, critical
awareness, ond decentralization across all pillars. Lastly, they will ofFFer
recommendotions For how the individuol con remain resilient in the Foce of these
existentiol threats ond multiFaceted Manicheon devils.

Speakers: Alexonder J. Urbelis, Daniel Nowaok, Roel
Schouwenberg
Locotion: Morillos Auditorium

1:00 PM: [The Present ond Future oF Online Discourse]

Todoy's technologies greatly empower individuals and groups, while simultonsously
creokting tremendous risks to Freedom and privacy. How con moaJdor Forces like big
tech, artifcial intelligence, ond political governoance be guided towords pro-social
outcomes? Whot can individuals do? Is there hope For sociol medio o heal
divisions, rather thon amplify discord? These and other topics will be oddressed
during this lively and Far-ranging presentotion.

Speakers: Horper Reed
Locotion: Marilloc Auditorium

23 Doy 2 - Villages

12:30 PM: (Hom Raodio Village {Day 3]

The mission of the Hom Radio Villoge is to deliver high-quality and innovative
amoateur rodio related educationol content, hands-on experiences, and license
testing sessions online and in-person. The more people know about amoteur rodio,
the more sofe, secure, Functional, and innovative our wireless products,
services, and experiments will be.

Leorn how you con Join the teom of dedicoted volunteers responsible For
generakting all new research, giving tolks ond demonstrotions ok events, building
and testing experiments, as well as ofFering support to the general hom radio
community.

Speakers: Unnomed user
Location: Vilages {Merilloc Terroce}

1:00 PM: [Toilets on the Air Contest {Day 33]

Toilets on the Air {TOTA} is on exciting new contest For licensed rodio amoteurs
during HOPE_ZIE. Compete to moke the most voice, G, and digital contacts with
other obtendees For points and awards like “Worked All Toilets.” Use the TOTA web
site hope-16.totowatch.de to announce which oF the designoted restrooms
you're outside ofF and log your contoacts. Search the HOPE wiki For “TOTA™ to get
more inFo.

Activity orgonized by N2YCR, an amoteur radio club affliocted with the NYG
Resistor hackerspoce in Brooklyn.

Speakers: Unnomed user
Location: Vilages {Merilloc Terroce)



28 Doy 2 - Villages

12:00 PM: (Hockerspoce Village {Day 3]

The Hockerspoce Villoge is organized by some of New York City's local
hockerspoces. They are all nonproft and 100 percent voluntesr-run.

-WYCResistor. has beenin operation since 2007 and hos been o hoacker clubhouse
with open weekly hack and craft nights, as well as holding workshops oand classes
on many topics. Their spoce in Boerum Hill is home Lo many tools, components,
doodads and art, ond has been o welcoming community For all.

-Hock Moanhottan_ is o place For people to come together ond socialize, work on
proJects, and shore knowledge. They welcome anyone interestedinort, craft,
and technology. Whether you're interestedin electronics or gordening, textiles
or 3D printing, you're invited to come, work, and be part of the community.

-Fot Cot Fab Lob_ since 2013 has been o hub For artists, students, enginesrs,
hobbyists, stortups, ond meetups Lo gother and grow through 2D printing, laser
cutting, CNCG routing, sewing, electronics, photogrophy, ond more.

-The hackerspoce Formerly known as Woodbine_ is also poarticipating.

This is the village to leorn about vpcoming workshops, mestups, and parties. Tolk
about hackerspoce design potterns. Swop stories obout prosects and
organizoktion strotegies in cose you wont to goin o hockerspoce or stort your
own!

Speokers: GuFo
Locaotion: Villages {Merillac Terroce)

= Doy 1- Talks

2:00 PM: (Getting Out oF DOGE: A Discussion With o Former DOGE
Engineer])

The whole world has been wotching as the “Deportment oF Bovernment
EFfciency” {DOREY, the partnership between Elon Musk and the Trump
administrotion, has worked Lo Fulfllits pledge to reduce woste, Froud, and abuse
in the Federal government. Despite promises to the controry, there hos been
very little tronsporency about DOGE or its operations - until now.

Join Adam KlasFeld, o Former MSNEC legol contributor and Founder ofF All Rise News,
as he interviews Sohil Lovingio, o Former DOGE engineer. This discussion aims to
reveol whot DOGE is really doing behind £he scenes and ofFer the public o unique
choance to ask direct questions to someons who wos there.

Speokers: Adam KlasFeld, Sahil Loavingia
Locotion: Marillo: Auditorium

2:00 PM: (How o HondFul of Locotion Dokto Brokers Actively
Trock Milions, ond How to Stop Them)

In the post yeor, o number oF investigations hove reveoled the outsized role oF o
Few select compoanies in gothering, storing, and selling the locotion dota oF
millions oF devices - and by extension people - worldwide. These companies largely
use technologies which power the online advertising industry in order to collect
and disseminote this doto. To moke motters worse, this dato has been both
provided to privote investigotors on the mere assurance thot they plon to work
with low enForcement, ond hos been subaect to doto breoaches which put the
privoacy of millions ot risk. This tolk will eloborate on the technologies, doto Aows,
and industry ployers which comprise this complicoted ecosystem. Most
importantly, it will cover some basic steps you can perform to protect yourselF
against the wide arroy of locokion privoacy horms your device subaects you to.
The presenters will show tools and techniques they' ve developed to allow users
to toke bock ownership oF our devices, rather thon our devices owning us.

Speoakers: Leno Cohen, Gill Gudington
Locotion: Morillos Auditorium



& Loy 1- Talks

4:00 PM: [Ackivism, Hoctivism, and £he Low)

Protest hos become more importont ond more dangerous in the US. It's harder

to know where the ling is between sofe, lowFul protest and actions thokt con get
you sanctioned, arrested, or deported. Alex will discuss how to assess the risks
you Foce in onling and in-person protests, roanging From pickets Lo dropping docs.

Speakers: Alex Muentz
Locotion: Morilloc Auditorium

2:00 PM: (Clow Bock Your Doto From Big Tech With Cyd)

Tech platForms con’t be trusted. Oligarchs and billionaires wont you to keep
giving your doto to their Big Tech companies For Frees so they con sell it and
manipulote you into believing nonsense. In this talk, the Lockdown Systems
collective willintroduce Cyd, their open source desktop opp thot mokes it easy
For people Lo reclaim control over their dota From Big Tech. Biving users actual
control over their daota is challenging when dealing with hostile, enshittifed tech
platForms like X ond Facebook. Cyd bypasses all of thaot though by putting the
user in the driver’s seat: it runs on the user’s own computer, From their own IP
address, and it works by automoting o web browser on their behalF - ond
sometimes relying on APIs, when they' re available, Free, and don’t suck. It doesn't
shore any access to your accounts or your doto with the Lockdown Systems
collective. Attendees will learn how Cyd works under the hood, how you can use it,
and how you con contribute to building tools thot chaollenge the dominance ofF Big
Tech.

Speakers: redshiFtzero, Micoh Lee, Yoel Grouer
Location: Morilloc Auditorium

271 Doy 2 - Villages

11:00 AM: [(Blockathon Digitol Escope Room {0ay 3})

The Blockothon is o digital censorship/shutdown environment, presented os o
gornifed CTF experience. It is o technicol obstocle course and an awarensss
raising exhibit, exploring the realities Foced by users around the world Focing
Internet shutdowns. Participants are chollenged Lo break out From the
virtualized network environments over o series of levels oF increasing
complexity.

This Village is led by:

Dmitri Vitaliev {Bio: https://equalit.ie/obout-us/#team-member-31613}

and

Jeremy Yen {Bio: https://equalit.ie/obout-us/#team-member-31662}

Speakers: Unnomed user
Location: Vilages {Merilloc Terroce}

11:30 AM: (Fediverse Village {Doy 3})

The Fediverse Villoge is the ploce For social web hackers to get together okt HOPE.
Stop by tomeet Fediverse developers, learn obout protocols and platForms, and
participote in conversations about the Future oF open social networking
systems. On Saturdoy ot 2 pm, there will be o workshop on Fediverses governonce,
including how to set up network cooperatives to run social networks. On Sundoy
at 2 pm, there will be a Fediverse mini-hackothon For developing new ond extending
old protocols and platForms.

Speakers: Unnomed user
Location: Vilages {Merilloc Terroce)



Villages=s

10:00 AM: (Anarchist Villoge {Doy 33

A spoce For anarchists, abolitionists, anti-ovthoritarians, other like-minded
Folks, and Friendly Foces to meet ond socialize - where hocking and technology are
tools For totalliberation. There will be Freely availoble swog like zines and
stickers, ond possibly more.

Speakers: kworksr
Locaotion: Villages {Merillac Terroace)

10:30 AM: (Bodge Villoge {Lay 23]

Godge, badge, badge! Bring your badges old ond new to the HOPEE Bodge Villoge.
This mystical space will serve as o gothering spot For Folks to work on their HOPE
¥V bodge - or bodges From any hacker con. Feel Free to showcose the bodge
hacking you have implemented on your once basic builds and shore your expertise
with the group. From Humon to Eldritch Moaster, come one, come alll Dust ofF ye ole
bodge thot’s been waiting patiently to hove all systems go since it can’t
remember when.

IF you are the lucky owner of lost yeor's HOPE bodge ond haven't yet begun the
hocking process, the Bodge Teoam hos some recommendations Lo speed your
ascension! IF you wont to develop in the woy thot the HOPE badge producers do,
please install ESP-IDF For the ESP32-C3 and read “Bet Stoarted ESP-IDF”
beForehand. And don’t Forget to bring your computer ond o USE-C coble that is
coapoble of doto tronsFer!

Sadly, while there will not be o new production of the improved HOPE badge in time
For the con to be shored with HOPE_1E attendees, it is anticipoted some Folks will
be returning with their hockable HOPE X\ badges. Much development work has
occurred since lost summer, ond £he Bodge Teom is looking For Fresh minds to
continue the efFort. So bring it and get to hocking - becouse, os they say, it
tokes o village!

Speakers: Unnomed user
Location: Villages {Merillac Terroce)

il Doy 1- Talks

6:00 PM: (QWK Pockets ond the MuFfled Spark]

A deep dive into the QWK packet - o revolutionory addition to the Gulletin Goard
Experience oF the 1980s - and the ramifcations of whot it representsin o very
chonged world.

Speokers: Joson Scott
Locotion: Morilloc Auditorium

1:00 PM: (Hordwore Hocking Meets Art: How Movie Special
EFFects Are Made)

Stepinto the world oF movie magic with Davis DeWitt, o Rlmmoker, inventor, ond
Former Mythbuster and learn how combining hardwore hacking with art creates
obJects that do more thon Function: they evoke emotion and tell stories. From
blowing up cors to building robots with personality, this tolk will explore why it’s
importoant to tockle prosects thaot blur the lines between disciplines.

Speokers: Dovis Delditt
Locotion: Morilloc Auditorium

8:00 PM: (The Quantum Curtain)

High technology hos token on o new meoaning. As AL technologies grow increasingly
cregpy and quanturn computing cotches modor heodlines, the LS. government is
scrambling to cover its posterior Recognizing thot these technologies pose o
signifcont security risk, the U.5. Bureow of Industry oand Security hos imposed
export controls on AL and quontum computing technologies in on attempt Lo limit
their spreod. This talk will discuss the history of export restrictions, touching
on cryptography and the Playstotion 2, beFore moving on Lo explain the new
restrictions and their implicotions For those working in impacted Relds. The idea
ofF o “deemed export,” which limits who is even allowed to learn about certain
technologies, will be addressed.

Speoakers: Ed Ryon
Locotion: Maorilloc Auditorium



a Loy 1- Talks

9:00 PM: (Tips on Living LiFe in Interesting Times)

Whot motivoates us Lo do whot we do? How do we And meaning in doing it? IWhat
mokes us choose what we choose? Con we do better? Whot is important? Con we
thrive and Feel excellent, regardless of particulor outcomes? These questions
may now be more pressing thon ever in our most interesting of times.
Throughout our lives we tend to go with the Alow ofF what is happening, making
choices by deFoult. Where do those choices come From? In the Foce of the ropidly
chonging and challenging times thot we live in, personol ond political, social ond
economic, con we And motivation o do whot we do? Con we actually improwve
anygthing? Con we And and maintain enthusiosm Lo move Forword into the
unknown and Feel good obout our choices, regordless of outcome? Mitch will drow
From lessons learned {ond re-learned}, doing his best to Foce the challenges while
often haphozordly wondering through his B8 yeors on the planst. This talk will
attempt to address these existential, importoant questions thot we all Foce
fwhether consciously or not}.

Speakers: Mitch Albmon
Locotion: Marilloc Auditorium

11:00 AM: (Spooky Action ot o Discount: DIY Meshtostic Nodes]

To anyone interested in ofF-grid communicotion ot o low cost, Meshtostic allows
gven beginners to communicate with {or control} devices From miles awoy. Thanks
toapplications in emergency communication, sensor monitoring, and censor-
prooF encrypted chot, Meshtastic is exploding in popularity even as the cost For
moking nodes is going down. This tolk will cover the boasics oF Meshtostic, setting
up and customizing nodes, plus outlining the tips ond Lricks to building afFordable
custom Meshtostic nodes, learned From building custom Nibble Meshtastic nodes
For the confFerence. Attoacks against Meshtostic and issues observed in the wild
will also be covered. Expect tolearn about LoRa, Meshtostic node and antenno
options, how to deploy nodes For specifc applications, attoacks against
Meshtostic, and how to soin larger mesh networks in your local areal

Speoakers: Kody Kinzie
Locotion: Little Theotre

as Loy 3 - Workshops

12:00 PM: (Leorn Bod USE Hocking With the Bluetooth Nugget]

In this workshop you'll learn to write bod USE scripts to automote computer
hocking using o cute, cat-themed hocking tool called the Nugget. You'll learn to
write scripts to get computers of any operoating system to do your bidding in
seconds, and how to avtomote nearly any desired action remotely through it s Wi-
FiinterFoce. IF you're looking For an introduction Lo simple scripting thot’s o
little more spicy, this class is For you!

Speokers: Kody Kinzie
Locotion: Script Kitty Village

2:00 PM: (Cot-S5hoped Wi-Fi DeFender: Honds-on Hocker Hunting
With Microcontrollers)

Wont to become o Wi-Fiinvestigotor? You con uncover hidden comeras, network
intruders, ond more with the Wi-Fi Ndugget! In this workshop you'lluse o cute, cak-
shoped microcontroller boord to cobtch hockers using common Wi-Fi hocking tools
like: o Wi-Fi Pineopple, hunt down suspicious Wi-Fi devices like hidden comeras, and
detect sJoamming ottocks. Attendees will explore how low-cost microcontrollers
con be used Lo unmaosk oand trock down Wi-Fi hocking tools, or locote unwanted
devices intruding on your local network.

Speokers: Kody Kinzie
Locotion: Script Kitty Village

10:00 AM: [Lockpick Villoge With Lockpick Extrems {Day 3}

Locks are puzzles you con solve without the key! Explore the Fun world oF
locksport with Lockpick Extreme. Leorn Lo lockpick From Friendly instructors or
proctice whot you alreody know with their assortment of locks and picks. When
you're done, you can shop ot their pop-up shop and toke your new hobby home
with you.

Speoakers: Gob Hermes, Daniel Finegold, Christine Gochron
Locotion: Lockpick Yilloge



a4 Doy 2 - Workshops

12:30 PM: (Moice-Activated Terminal and OpenSaysie: Privocy-
Centric Tools For the Future)

This hands-on workshop introduces ottendees to OpensSaysMe, a voice-activoted
terminal launcher using offline AL models, and PrivacySaFe Chot, o secure chat
application leveraging 3Meb protocols. Participonts will leorn to set up voice
recognition tools, lounch terminal commands vio voice, and explore secure,
metodoto-minimizing communication through PrivocySoFe Chot over 3MMeb’s
Federated approoch. By the end, participonts will have Functional, privocy-Rrst
applicotions on their devices.

Speakers: Marcia Wilbor
Locotion: Workshop B / Tobin 221

11:00 AM: [(Book Binding {part 1})

Learn how to design and create your own book From stort Lo Anish. Explore

difF erent binding techniques, paper selection ond preporotion, cover design ond
moaterials, basic bookbinding tools and their uses, ond most importoantly toks
part in o discussion oF archival moterials, documentation, and preservation.

Speoakers: Anniko Santhonom
Locotion: Workshop G/ Tobin 223

2:00 PM: [(Book Binding {port 23]

Learn how to design and creote your own book From stort Lo Anish. Explore

difF erent binding techniques, paper selection ond preporotion, cover design ond
moaterials, basic bookbinding tools and their uses, ond most importoantly toks
part in o discussion of archivol moterials, documentation, ond preservation.

Speakers: Anniko Soanthonom
Locotion: Workshop G/ Tobin 223

3 Doy 1- Talks

12:00 PM: (A Sleuth’s Stories on Detecting and Revealing
Lorge-Scole Reseorch Frouod]

In this tolk, the speaker will shore how they stumbled into this work by accident
and whot it’s like to operate as o scientifc slevth within academio. The bulk oF
the presentotion will Focus on real-world coses ofF reseorch Froud and
misconduct, sponning Relds From neurodegenerative diseoses to chemistry,
physics, oand materials science. The tolk will, through these examples, explore: the
techniques and tools used to detect irregularities: how issues are reported o
Journols and publishers: the distinction between honest mistokes and deliberote
manipulation: the colloteral domoge coused by misconduct, including its impoct on
public trust in science. The Anal section will examine the social and economic
drivers of research Froaud - and outline the systemic changes needed, globally, to
break this cycle and restore inkegrity in science.

Speoakers: Mu Yong
Locotion: Little Theokre

1:00 PM: (Mock the Yiolin Part 2: The Advonced StufF - This Time
There's Al

This is a Follow-on From “Hock the Violin: A Hacker’s Approoch to Leorning, Ploying,
and Teoaching the Violin™ From Hope X\,

This will be o look at technology, most notably AL ond hacking the violin. You will
leorn whot’s out there and whot the presenters were able to achieve with their
own Al progsect regarding procticing and engogement. You will also leorn about A
with live perFormonce and creation, os well as Al ond string soampling - ond se& how
sampling may be altering the stringscope.

Speoakers: Andrew Moricoan, Ebmbot
Locoation: Little Theoktre



10 Loy 1- Talks

2:00 PM: [(Into the Fediverse)

One third oF Americans say thot social media has negotively impocted their
mental health. Almost two thirds say that sociol medio hos been bad For
democrocy. But the moavority ofF us stilluse sociol media on o daily basis. We
cleorly need better social media - enobling user choice or even platForms built and
run by the users. The Fediverse is o coolition of social networking platForms thot
connect together letting users interact across plotForms while maintaining
their independence. Evan is one of the outhors of the ActivityPub stondord that
drives the Fediverse. He will discuss how the Fediverse went From o dream to o
reality, and how individuals ond communities con stort exercising control over
their own social platForms.

Speokers: Evon Prodromou
Locotion: Little Theoktre

23 Loy 3 - Workshops

2:00 PM: (Intro to Mokthemaoktics oF Signal Processing)

The mathematics behind signol processing is beoutiFul, useFul, ond opproochoble
with a pre-calculus level oF moth. This workshop will go over o wide voriety of
useFul signol processing topics thot will surely be useFul in your hocking Journey!
Fundarmentaol mothemotical tools will be explored, with an emphasis on visoal
demonstrations such as Fourier analysis {OFT and FFT), convolution, and lineor
systems.

Speakers: Kevin Gorogono
Locotion: Workshop A / Tobin 213

11:00 AM: (How o Moke Herbal Medicinal Teas to Support
Meoth and Wellbeing)

Make and drink teo From difFerent herbs, learn about these herbs From an
aorganoleptic oand phytochemical perspective, and discuss difFerent ways to
prepare herbol remedies. Introduce herbal allies For nervous system regulation,
stress, and sleep - especially For tech and digitol workers. There will be o teo
tosting with basics ingredients. Making tinctures, Alower essences, and/or
essential oils moy be touched upon.

Speoakers: Meredith
Locotion: Workshop B / Tobin 221



2:00 PM: (The Struggle For Connectionin o Frogmented World:
Rebuilding Third Spaces)

Third spoces - those vital, inFormal gothering ploces between home ond work -
hove long been central to hacker culture, but they're vanishing. This talk will
explore why third spoces motter more thon ever For connection, creativity, and
counterculture, and how we con rebuild them in o world increasingly Frogmented
by gentrifcotion, digital monopolies, and social isolation. From hockerspaces to
IRC o local mestups, dJack will troce our roots ond ofFer ideos For rekindling
auvthentic community, both online and ofF.

Speakers: Jock Gongi
Location: Tobin

Workshops

12:00 PM: (LED Strips Everywhere For Evergone!]

Learn how tolight up LED strips with o cheop Arduino and moke your life trippy
and beoautifull For total beginners - no knowledge needed at all. LED strips hove
become really inexpensive. And many people hove creoted easy methods oF
controlling the color and brightness of individuol LEDs in LED strips. This workshop
will show you one easy and Fun way Lo control LED sErips, and £o moke them do
whaot you want. You'll leorn everything you nesed Lo know touse existing Arduino
programs - and how to hock Arduino programs - o control the colors in your
world with LED strips.

Speakers: Mitch AlEmon
Locotion: Workshop A / Tobin 213

1M Doy 1- Talks

2:00 PM: (Smoll Budget, Big Protection: Cyber DeFense For
SMEs)

Smoll businesses oFten Foce signifcont chollenges in deFending their
arganizations with limited budgets. This tolk will provide valuable insights into
budget-Friendly approaches to long-standing cybersecurity issues, helping small
and medium-sized businesses {SMEs} improve their security posture without
excessive costs. Attendees will learn how to novigote the delicote bolance
between driving digital innovation and monoging the risks of cyber threots and
doto breoaches. Obstocles thot prevent smoller companies From accessing
afFordoble security resources will be explored along with practical solutions to
overcome these hurdles.

Many smoller orgonizations maks the mistoks oF Focusing solely on technology to
solve their security problems, neglecting crucial aspects like people and
processes. This tolk will emphosize the importonce of a holistic approoach to
cybersecurity, sharing strotegies thot lorger companies hove learned over
decodes. By understonding and implementing these strotegies, SMGEs con avoid
common pitFalls and efFFectively raise their security stoandords. Attendess will
leove with octionable Lips on improving their cybersecurity practices within o
limited budget, ultimotely enhancing their overall deFense copabilities.

Speakers: Robert Wogner
Location: Little Theotre



12 Loy 1- Talks

4:00 PM: (Mumon Augmentation: Hocking Humon Perception and
PerFormance With Technology: Benefts and Dongers)

Human augmentationis the idea oF using technology to hock, alter, and enhance
hurmon perception and perFormoance. Imogine being able to enhonce your ability to
novigote by sensing the Alow oF magnetic Relds like o pigeon. Many industries are
starting to explore humon augmentotion, such as space {enhancing
astronouts), medical {rehobilitotion?, entertainment {greater immersion},
militory {greoter perfFormance}, omong obhers. In the frst presentaotion, Dr
Virnal will begin by providing an overview of psychology ond neuroscience ressorch
on the topics oF humaon ougmentation. Then he will shore his own NASA-Funded
research onusing sensory augmentation os o countermeasure For spatial
disorientotion. What doangers could arise From building o bridge between humaon
and sensory augmentotion devices thaot hove the copoability of altering humaon
perception? This question will connect to the second presentation of the panel,
where Dr Palmer and Dr. Potter will explore how humon augmentotion connects Lo
security through biocybersecurity Followed by QZA.

Speakers: Lucaos Potter Hovier Palmer, Vivekonond Poandey
Vimal
Locotion: Little Theotre

2:00 PM: (A Red Team Exercise 202%, 12 Yeors Loter]

This presentotion is about red, blue ond purple teams, along with the rest of the
rainbow. Dig in For a Fun and interactive presentotion where the ponel threat
models ond then attocks people, process, and technology. Bring your creative
thinking and defFensive skills ond try to stop the.. hoackers.

Speakers: Tom Grennan, Logon Klein, Anthony Mortini
Locotion: Little Theotre

a1 Doy 2 - Talks

2:00 PM: (Mow I Used ond Abused LLMs to BGet Top 280 on HTE)

This taolk explores an experciment in giving AL system-wide access Lo compete on
Mock The Box {MTE}. The tolk details the development ofF o semioutonomous
workfow For copture the Aog {CTF} competitions, invalving Jailbreoks, LLM
switching, and hordwore. Through iteraotive diograms, the tolk troces how the
workfow evolved as the Al improved ot copturing Alogs. This presentotion
considers how this CTF =solving AL slop might extend to reol world scenarios like
penetration testing, red teoming, and bug bounty hunting.

Speoakers: Rambo Anderson-You
Locoation: Tobin

4:00 PM: (Plonning o ProJect Thot Hos No Budget]

ProJects are notoriously hard For developers o manoge even with progect
moanoagers, budget limit s, and deodlines. OFten in hoacking and civic tech, we are our
own PMs, Funders, and timekeepers, which means prosects can simultansously
howe: no budget ond unlimited budget. Since o community is not paying For o
particulor Feoture, they hove no “I think we’ve reached where we wont to stop
spending” moment, =0 when is something done®? It doesn’t cost our coworkers to
ask For more Feotures, so when are they asking too much? Trovis will talk about
his experiences as o proFessional nonproRt legal aid developer and as o volunteer
proJect leod to explore what’s helped hinm when working with nebulous conditions
around speciRc requirements.

Speakers: Trovis Southord
Locotion: Tabin



20 Doy 2 - Talks

1:00 PM: CATM Mocking: Post and Present)

This talk explores the evolution of ATM hacking, From clossic physical ottocks to
modern soFtware exploits, using two reol-world cose stoudies. Romaon will
demonstrote how cybercriminals bypoass security measures and why banks ofFten
staoy silent. Attendess will se& o live demo oF o custom “Ausher device™ built For o
tobletop coin dispenser {reverse-engineered From eBoy}, highlighting
vulmerabilities in cosh-hondling systems.

Speokers: Roman Pushkin
Location: Tobin

2:00 PM: (Exploiting Emergent Property-Bosed Yulnerabilities
in Lorge Languoge Models)

A= Al technology expoands across both benign and malicious applicotions, our
understanding of the attock surfFoce must evolve Lo account For emergent
properties in complex systems. In larges language models, these emergent
behoviors creote novel classes of vulnerabilities thot are not only unpotched,
but largely unrecognized. By systematicolly monipulating the model’ s limited
perception of reality, attockers coninduce coscading Failures thot go Far
beyond traditional Rlter bypoasses, exposing Fundomentol weoknesses in the
internal logic and contextual binding of these systems. This session willunpock
how these vulnerabilities work, walk through real examples, and explore the For-
reaching implications For AL security, governance, and sofety.

Speokers: Dovid Kuszmor
Locotion: Tobin
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6:00 PM: (Turning Leoks Into Leads With OCCRP Aleph)

You've got a leoak, o nome, or o suspicious compoany. Whot’s your next mowve? In o
world where corruption thrives in the shodows, the Organized Crime ond
Corruption Reporting Prosect {0CCRP} provides the inFroastructure to bring
truth tolight. At the core is Aleph, o powerFul data plotForm built Lo help
inmvestigotors Follow the money ond uncover complex networks across diverse
sources. Bring your own dotao or explore the presenters’ - the OCCRP doto team
collects and curates Four billion records From nearly 200 countries, ronging From
corporate registries and sanctions lists Lo court Alings and leaked documents.
This session will walk through how Aleph powers live investigotions, transForming
raw, chootic doto into structured insights thot expose the actors and assets
behind Froud and abuse of power. Designed by sournalists, reseoarchers, and
developers on the Frontlines, Aleph is more thon o ool -it’s a global comrmunity
working together to uncover the truth. Whot will you Rnd?

Speakers: Ezono Cemoan, Klil Eden
Locotion: Little Theotre
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1:00 PM: (Eco-Hacking Desire: The Intersection oF
Pornogrophy, Sex, and Environmental Impoct]

This talk explores the intersection ofF desire and sustainability, examining how
even our most intimaote moments leove on envicronmentol Footprint. The concept
of sexecology, coined by Annie Sprinkle and Beth Stephens, bridges
environmentalism and sexuality in creotive woys. From solar-powered vibroktors
toeco-Friendly sex toys, the session delves into the oFften overlooked world oF
green sex tech ond eco-erotic practices.

Key questions explored will include:

-Whot are the true environmental costs of online pornography®

- How sustainoble is our streaming culture and AL technologies?

- Con DIY pleasure proctices be o Form oF political activism®?

- What role does ethical pornography ploy in envisioning o better Future?

The discussion will also cover energy consumption, server loads, and the hidden
costs behind virtual acts ofF desire. The Focus is not Lo shame desire, but Lo
empower it with aworeness, curiosity, ond hoacker ethics. The speaker, o Feminist
activist and artist, aims to Foster a diologue obout how digital intimacy con
become more visible, accountaoble, and hackoble. This talk invites the hacker
community oand beyond to colloborate in rethinking the inFrastructures behind
online pleasure and to explore woys oF making the environmental impoact of these
systems more transparent.

Speakers: Josmin HogendorFer
Locotion: Little Theoktre
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11:00 AM: (The Triols ond Tribulations of Building Your Own
Phone)

Over the lost two decodes digital surveillance has become boked into our daily
lives. Your current and past locotion, who you're in contoact with, habits/
interests, sensor dato, and o trove of other personal inFormotion is constantly
being sent to third parties by the smortphone thot is nearly alwoys corried on
us. Whaot would it look like iF we reconsidered the mobile phone entirely, putting
extro emphosis on privoacy ond intentional disconnection vio open source
hordwore ond soFtwore? This tolk will Follow Wesley's sourney to do aust that,
starting okt the conception of the idea, getting acquainted with mobile
networks/operators, obtaining proprietory dotosheets, designing hardwore,
Failed/successFul prototypes, the current stote of the prosect {olong with
demos}, and how any interested parties con get involved.

Speakers: Wesley Appler
Locoation: Tobin

12:00 PM: (The Shope of the Legal BottleReld For InFoSec
ProFessionals at Work]

It is no secret thot sometimes there can be tension between InFoSec
profFessionals and the organizotions thot they work For. Security proFessionals
spend their doys {ond sometimes nights ond weekends as well} buried in the dirty
loundry thot others pretend does not exist. These tensions con bubble upin
unexpected ways. As an InFoSec profFessional, whot are the common legol
concerns thaot you need to be awars ofF ot work? How do these chollenges chonge
over time? What should you keep in mind when considering o new Job?

Speoakers: Ken Vedoo
Locoation: Tobin
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2:00 PM: [AI Is Undermining Our Privacy. Whot Con We Do About
It7?]

We've been grappling with evolving issues around online privocy For years now, but
the recent burst inuse of AL or LLMs {large language models) has quickly
introduced new and sometimes alarming privoacy concerns For both users and
those creating Al experiences Lo consider This talk will toke o look at =ik specihc
areos where Al is undermining privacy ond discuss whot, iF angthing, we con do
about them.

The six areas to be discussed ore: lock oF transpoarency with doto sharing,
accidental exposure oF personal dotao, reversing doto ononymizotion, deceptive
design potterns, Al listening in everywhere, and malicious misuse oF AL

To end on o constructive note, eight guidelines thot designers and developers can
Follow to ensure they're Focusing on privacy when working with AT will be:
discussed.

Speakers: Robert Stribley
Locotion: Little Theotre

10:00 AM: (RDP Sproy and Proy: Reseorch on Modern RDP
Attocks From Sproy to Exploit]

RDP has been around the block For o while. Since 1998, admins shudder ot the mere
mention of port 3389, It’s anything but old-hot, though - even todoy, there ore o
lot oF active abttock methods ond adoptations For the modern world. This talk will
be going through the world oF RDP ottocks From the perspective of an obttoacker
o deFender, and us - the reseorchers ond engineers. Some moss RDP ottock doto
will be showcaosed, along with how to identify, label, and Further prevent these
ottocksin the Future.

Speoakers: Tess Mishoe
Location: Tobin
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2:00 PM: (Bitpart: 2-In-1PlatForm For Activism Over Signol)l

Signalis one of the most critical tools we hove For secure communication
amongst activists, sournalists, oand humon rights defFenders. As oF 2024, Signal
hos over 10 million active users and over 220 million downloads, with no signs of
slowing down. With £the global rise oF the Foar-right ond corresponding attacks on
human rights, the obility to securely organize vio Signal against these Forcesis
more importont thon ever

To thot end, Throneless Tech has emboarked on an in-depth research prosect thot
resultedin the creotion oF Bitport: o Rust-bosed soFtwores platForm thot
allows For the creation of dynamic orgonizing tools on top oF Signal. Depending on
the end-users’ tech copocity, Bitport can be run on orgonizers’ own selF-hosted
servers or through Throneless-hosted servers. The prodect builds on experience
gained From past Signol chotbot progects, and new research conducted with
toargeted groups such os current organizers, activists, and Journalists oround
the world.

In this session Josh King, developer oF Bitpart, will demonstrote how the
plotFormis being used to creote bots thot octivists conuse as secure,
anonymous tiplines, digitol helpdesks, broodoost lists, o tool to distribute eSIMs,
and o tool o share VPN downlood codes. Participonts will come owoy with an
understanding of how Signal con be utilized in novel ways, how to think through
the threot model and risk assessment For creokting secure tools For activists,
and how Bitport con be exponded upon and applied to their own communities.

Speokers: Josh King
Locotion: Little Theokre
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3:00 PM: (Doto Avtonomy: Counter-Surveillonce Strotegies
For Civil Society]

The surveillonce apporatus in the West is going critical, and civil society is not
prepored For the Follouvt. Politicol leadership is explicitly torgeting NG0s and
social movements using surveillonce copabilities thot hove been perfected over
the post decade. This tolk will evaluate the merits and limitations ofF diFFerent
counter-surveillonce approaches From the vantoge point of grossroots
organizers, and go beyond the stock advice oF “use Signol ond o VPN” Lo ofFer
proposals For deFeoking state surveillonce through technicol inFrostructure
development and political

Speakers: Marlon Kootz
Location: Little Theatre

10:00 PM: (Eternal Soup]

Eternal Soupis an experimental bond bornin dersey City, New Jersey. IMith an
intent on exploring o wide orroy of musical concepts in difFerent mediums, the
trio hos developed on adoptive noture For communicating with their growing
audience. Jockson Hillmer's simmering groove ofF pops oand cracks supports Nicole
Dovis’ amorphous vocals, Fresh trumpet ploying, and electronics Lo shape o
Frogrant abtmosphere. Guitorist and sonic scientist Gobe Marquez slips, slides,
and chops up melodies you only Just heord, but Feel you should’ve written. From
aovoant-gorde arts cofes and overflowing local bors Lo Family Friendly born shows,
Eternol Soup explores and elevates the Fundomentol concept that eoch FAlovor in
a recipe must be enhonced with the next ingredient thrownin the pot.
instogroam: eeternal-soups

linktree: linktree/eternalsoup
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3:00 PM: (The ARTS Open Fromework)

Over the poast several decodes, the scientifc process hos relied more and more
on computational anolysis oF doto to produce digitol artifFacts. Fields like
moleculor biology, neuroscience, linguistics, ond astrophysics, o nome o Few,
howve: been revolutionized by this trend to the point thot computotional
workfows are ubiquitous. Although most of these workAows are very similor ok o
high level - collecting doto, analyzing it with code, and publishing the resulting
FRgures - implementation details difFer widely.

While there exist stoandords such as the FAIR Guiding Principles For organizing and
sharing doto, there are not widely odopted stondords For reliobly regenerating
analyses From said doto, especially across compute envicronments. This talk
presents an open Framework For archived, reproducible, ond transpoarent
science {ARTS) thot aims to do exactly this - by poackoging doto, code, and Rgures
in containers and uplooding it Lo o persistent, trusted, and accessible archive.

Speokers: Sabor Dasgupto
Location: Little Theotre

4:00 PM: [The Political and AL Singularity Are Inevitoble - Or Are
They?]

America’s transition From a literary society to one shaped by social media and AL
hos revolutionized how we communicote, process inFormation, and engoge
politically. Al's conversational noture deepens this shift, influencing culture ond
cognition. This talk will explore these new realities and provide insights into how
to novigote them.

Speoakers: Roel Schouwenberg
Location: Little Theoktre
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1:00 PM: (New Journoalism: Reimogining InFormotion Networks
From the Ground Up]

This presentotion explores how communities are developing resilient inFormation-
sharing systems thot ouvtperForm troditional sournalism. Drowing From
reseorch on independent Journalism in China, Potrick will examine how these
organic networks Function as advanced sociol technologies that chollenge
conventional understonding of inFormation distribution. The tolk invites the HOPE
community to reimoging inFormation inFrostructure thot con withstond
avthoritarion control, resist corporote manipulation, and genuinely serve
community needs through collaborotive problem-solving ond the applicotion of
security expertise in distributed systems.

Speakers: Patrick Boehler
Location: Little Theatre

2:00 PM: (NymyPN: The First Real-World Decentrolized Noise-
Beneraoting Mixnet For Anonymityl

Nym is the Rrst decentralized noise-generating mixnet Lo provision real-world
network anonymity to Internet users even ogaoinst notion-stote adversories.
The aim here is to supersede existing VWPNs in order to Aght increasingly more
powesrFul outhoritarionism and surveillance. Unlike traditional centralized VPNs
thot con be de-anonymized by o globol passive adversory - like the NSA - bosed on
their troffc patterns, Nym adds noise {“cover trafRc”} to existing Internet
communications. Similar £o Tor, Nym rovtes eoch pocket seporotely over a
decentrolized network of servers, but unlike Tor, mixes trafRc and adds noise ot
each hop. AFter being introduced ot HOPE Rve years ago, NymWYPN hos now shipped.
NyrmW/PN is an easy touse app For all mouor operating systems thot mokes using
the Mym network as easy as using o troditional YWPN For ordinary people, with
both o “Fost” and “anonymous”™ mode. The “Fast™ mode Feotures speeds
comparoble to centralized VPNs using the same decentralized network as the
mixnet, but without mixing. Yio the SDK, £he Nym mixnet remains Free Lo use by
hoackers to build the next generotion of privacy infFrastructure.

Speakers: Horry Halpin
Location: Little Theotre
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11:00 PM: (HAX0RE - Live Hordwore Remix & Rescore by
VIDEOPUNKS]

They're trashing our rights!! All Hordware A/Y bond VIDEOPUNES hove stripped the
original score From the classic 1998 movie {while leaving the dialog ond sound
efFects), cut the Rlm down o an hour {all killer, no Rller!}, and hove written a
brond new score on the Rolond MCG-107 to be perFormed LIVE For the original Rlm’s
20th anniversary.

Erooveboxes, YCR=, and o whole lot oF cables - come see your Fovorite movie of all
time in o brand new woy right beFore your eyes! Hock the Planst!!

Since 2010, VIDEOPUNKS hove Focused on analog video hordwore, perForming
alongside artists such as Merzbow, Mochine Girl, NMESH, and literally hundreds oF
others. With VEPX, they've releosed over 80 DIY VHS releoses oF audiovisual
moadness From over 100 video artists, including o VHS version oFf HAX0RE. In 2024,
they toured the live score proJect in over o dozen cities, including Tokyo!
boandcamp: videopunks.bondcomp.com

instogroam:evxpx.inFo

12:20 AM: [LEX the Lexicon Artist]

LEX the Lexicon Artist is o rapper-songwriter who blends hip-hop, pop, punk, and
o distinctly nerdy eccentricity. Whether in recorded music or live shows, LEX s
hurnor, candidness, outhenticity, and over-the-top stoge presence hove
coaptured the heorts ofF Fons around the world.

LEX hos perFormedin 34 U.5. stotes and in Conoda. They howve been an offcial
musical guest okt vorious anime and goaming conventions, including Music and Gaming
Festival {MABFest} in National Horbor, MD: FonimeCon in San Jose, CA: SKSW Music
Festivalin Austin, TH: Anime Expoin Los Angeles, CA: CyphoCon in Lake Chorles, LA;
and ColossalCon East in Poconos, PA. LEX has also perFormed ot mogor colleges and
universities, including UC Dovis, San Francisco Staote University, and StanFord
University.

LEX has released two Full length albums - Alber Ego {2020} and Raging Ego {2018} -
as well as o variety of singles ond EP=s. Their work has been Feotured on the
actual play RPE podeast Campaign: SkyJacks {0ne Shot Podcost Network? and the
FireFox documentaory series FireFox Presents. In 2028, LEX received Full Funding
oF the Kickstoarter campoign For their third Full-length album, Toxpsychology.
website: thelexiconartist.com/
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12:00 PM: (PrivacySoFfs ond 3NWeb: Engineering User-Centric
Digitol Sovereigntyl

We want to control the technology we use, and we want to trust it. AL the same
time, we expect it to be convenient. SNlMeb is o groundbreoaking Framework thot
gives users Full control over their digitol interoctions across devices, while
preserving privocy and independence From centrolized systems. Grounded in core
principles like the principle of least auvthority {PoLA} and web-style Federation,
BNeb reimogines how services should operate in o user-Arst Internst. This
presentationincludes a demo ofF PrivacySofe, a client-side 3NMeb plotForm thot is
real, downloodable, and reody to use todoy. Its coreFul implementation raises
meaningFul questions From o range of perspectives: users, organizational
administrotors, opplication developers, and service providers. The session will
address practical considerations and continue with in-depth conversations in
the hollwoy trock.

Speokers: Mikalai Girukou
Location: Tobin

1:00 PM: (Media, Vibe Coding, and £he Long Taill

What is even hoappening in the medio now? There's o resurgence of paper
magozines, and now they reoach o long tail of subscribers due to the powers of
the Internset. At the soame time, social medio platbForms are downgrading in
complexity and Signal chots hove somehow become the new social media
conversotion. Everything old is new again, and it’s all combining and recombining
with weird emergent politics and independent vibe coders. This will be o discussion
of the Future oF media, especially as seen within alternotive cultures ond the
weird Internet.

Speakers: Lydia Lourenson
Locotion: Tobin
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12:00 PM: (Bitcoin Paker: Soktoshi's Lost Gome and Its
Decentralized Revivall

Bitcoin v0.1.2, the last version personally coded by Sotoshi Nakomoto, contains
curious refFerences to poker buried in its source code. IWhile never oFRcially
documented, these Frogments suggest thot Bitcoin’s original design moy howve:
envisioned more thon sust money: it moy hove included decentralized, trustless
gaming. This talk will explore the historical and technicol signifconce of these
lost poker refFerences, analyzing: Whot wos Satoshi's intent? Was this an
abondoned Feature, an experiment, or an overlooked Function of Bitcoin’s gorme-
theoretic design™ How wos poker refFerenced in early Gitcoin®

There will be o deep dive into the code archoeology ofF v0.1.2 and why poker moy
hove been included. The presentotion will also include the introduction of Gitcoin
Poker, o modern Rust-based reimogining of trustless, peer-to-peer poker,
demonstroting how we con host Fully decentralized poker games without o
centralized server, use multi-signoture escrows For provably Fair betting and
poayouts, ensure post-quantum security For long-term cryptographic soFety,
and implement o sidechain execution model Lo hondle high-Frequency tronsoctions
without bloating the main chain.

Speoakers: Mottios Gergstrom
Locotion: Little Theotre
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11:00 AM: (Print, Build, Fly, Heal: 3D-Printed Autonomous Planes
For Medical Delivery in Rural Mexicol

This talk Focuses on o proJect with medicol students in Alamos, Sonora, Mexico Lo
develop afFordoble delivery drones thot con get urgent medical supplies to
remote communities. Whot currently tokes doys to reoach by mule through
mountainous terrain con hopeFully be accomplished in minutes by air This talk
chronicles the evolution From ofF-the-shelF hobby planes Lo locally-built, 20-
printed aircroft copoble oF autonomous waypoint missions. The speokers will
discuss the technical choices behind their current $1000 prototype {ond how
they plan to cut costs in half}, alongside the orgonizationol structure they're
developing to sustain this work. Recently, they estoblished “club guilas™ with local
medical students - one oF whom has completed pilot training For the test
aircraft. The biggest chollenges Foced aren’t the technical ones, but rother
organizational sustainability: how Lo transition From o prosect driven by visiting
engineers Lo one owned and operated by local communities. Plans will be shored
For creating o Federoted network of university clubs, ond £the blugprint For o
lean nonprofRt structure to support them.

Speakers: Dona Gretton, dJaguoar KEristeller
Location: Little Theoktre
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2:00 PM: (CR¥aminer - Deep Dive Into Chrome Extensions {Plus
Tool})

You spend your time confguring HTTP heoders and hardening your containers.
Meonwhile your GFO sust downlooded o Chrome extension o moke the Font in Graoil
Cormic Sans. Whot ore Chirome extensions, exoctly? This talk will dive into details,
including Formot, contents, stotic analysis with custom rules, threat modeling
{when does this even motter?), and some of the unique challenges of building o
security scanner A tool will be demoed that hos Just been released For this:
CRY¥ominer {crxominertech). You will learn how you con immediotely stoart using it.

Speoakers: Mark El-Khoury
Locotion: Tobin

2:00 PM: (Itinerant Signal Institute {Rite oF Spring}]

“Itinerant Signol Institute” is o proJect thot leveroges open source technology
to examinge and communicaote about lond use. As we move into an era oF potentially
increasing climate migrotion, the proJect aims to creote o network of sensors
thot test environmental Loxins. It exomines the efFect of local emissions on
global climate change, using smoll devices thot test the air ond soil. Thot
inFarmotion is then shored vioo o portol Imogery For the progect will include citual
costurmes thot mork the chonging of seosons. The proJect begon with visits Lo
polluted locations in New York City, including Governors Island {o Former militory
base) and Newtown Creek {one of the most toxic woterwoys), and working with
the Urbon Soils Institute Lo collect inFormotion For the progsect.

Speoakers: Amelio Morzec
Locotion: Tobin
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4:00 PM: (PrivacyTests.org: Web Browser Leak Testing)

PrivocyTests.orgis an open source privoacy audit of popular web browsers. The
proJect subugects web browsers to ouvtomoated leok tests and regularly
publishes the browsers’ test results heod-to-heod on o website and on social
media. The goal of PrivacyTests is to encouroge all web browsers to mend their
woys and comprehensively protect everyone’s privacy. By thoroughly exposing
the leaks in web browsers, the website helps users choose o more privote
browser, and thereby puts pressure on browser mokers Lo Ax their privacy
leoks. In his tolk, Arthur will give some details about the prosect’s approoch to
testing and presenting test results, ond show how browser privacy hos evolved
over the post Four years.

Speokers: Arthur Edelstein
Locotion: Tobin
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4:00 PM: (ICEGlock and the Age of Digital Activism)

Learn how ICEGlock hos empowered over o million users notionwide o report
immigroktion and customs enForcement activities anonyrmously, despite
government pushbock. Discover how you can use your tech skills to drive chonge
and advocote For couses you believe in. Plus, stick around For o QEA session where
you con interact directly with the creotor!

This talk will be remote due to the torgeting of the speaker by the current
adrministration.

Speoakers: Joshuo Aoron
Locotion: Morilloc Auditorium

6:00 PM: (MOPE_IE Closing Ceremonies)

Nothing lasts Forever and thot even applies to HOPE {the conFerence, not the
concept). We will reminisce obout whot hoppened this weekend asifF it wos o
decode ago. And we can guarantes there will be mony Fun stories to shore. IF
you're really lucky, youw'll get to help us clean up!

10:00 AM: (Quantum Computing and AppSec: Preporing For the
Post-Quantum Threot)

Quantum computing is poised to disrupt modern cybersecurity. With the
potentiol to break widely used encryption algorithms, such as RSA ond ECC,
quanturm threaots pose o signifcont risk Lo web applications, APIs, oand secure
communications. This talk provides an introduction to quantum computing For
applicotion security proFessionals, outlines the threots Lo current AppSec
proctices, and explores how organizations con begin tronsitioning to post-
quantum cryptogrophy {PQC}. Attendees will leave with an understonding of the
timeline, tools, and strotegies required Lo prepore For the post-quantum world.

Speokers: Sheshoanondo Reddy Kondulo
Locotion: Little Theatre
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1:00 PM: (The Computer Underground Scene - Post, Present,
and Future]

This is o brainstorming session together with the oudience. The ponel will talk and
unrovel o bit about the past ond present, ond try to And a shored vision oF
where we ore or should be heading.

Speakers: Netspooky, TMZ, Skyper, dJohn Threat, Gill Gudington
Location: Morilloc Auditorium

2:00 PM: (How to Be Positively Transgressive: Hocking Culture
For Good)

Inanero where tronsgression hos been co-opted by reactionory Forces, how
con we reclaim subversion as o tool For positive change? Historically,
countercultures, hockers, ond artists hove used disruption Lo chollenges power
structures, expose hypocrisy, ond expond the boundories of whot is possible.
Yet today, the same methods - culture Jomming, medio pronks, and ideological
infAltration - are increasingly wislded by ultra-right movemnments to erode
democratic values and spreod reoctionory norratives.

This talk will explore how we con re-hack the hacker mindset: How con we use
troansgressivity in woys thot oare constructive rother thon destructive? How
do we subvert without merely burning things down? Con we retool the
aesthetics ond tactics oF countercultural rebellion o push society Forword
insteod of bockword?

Through historical examples, personol experiences, and o healthy dose oF
mischievous strotegy. this talk will £ry to outline actionoble woys to engage in
cultural hocking thot disrupt oppressive systems while reinForcing community,
inclusivity, and progressive values. Becouse giving up on the tools oF subversion
means surrendering the bottlefeld. And thot, phreoky phriends, is not an option.

Speokers: Johoannes GrenzFurthner
Location: Marilloc Auditorium

2 Doy 1- Talks

2:00 PM: (Pockets Over Any Wire: Alternotive Networking
Mediurmns For Hockers)

Why limit yourselF to Ethernet ond Wi-Fi when every wire in your house can carry
packets? This talk explores alternative physicol networking technologies that
exist but are often overlooked. From powerline networking {HomePlug AY/AY2) Lo
MoCA over coaxial cobles, the tolk will dive into how these systems work, their
encryption and security models, known exploits, and the inherent risks oF non-
switched coble mediums. Reol-world applicotions, including whole-horme oudio ond
video distribution, network segmentotion strotegies, and the unexpected
advantoges ofF leveraging existing inFrostructure will also be explored. You'll ses
how HDMI motrices, IP-bosed video distribution, ond networked audio solutions
like SonosMet coanintegrate seamlessly over alternotive bockbones.
Segmentation techniques toisolote security comeras will also be covered.
Expect deep technical insights, proactical lessons From yeors oF expecimentation,
and a Fresh perspective on whot’s possible when you stop thinking oF cobles as
Just power or TV lines - and stort treoting them as network highwoys. IMhether
you're looking to expond connectivity in o complex envicronment or sust wont to
push the limits of home networking, this talk will leove you with new tools,
techniques, and ideas to explore.

Speakers: Hoxedalot
Location: Tobin

6:00 PM: (Aphontasio: A Personol Reflection)

Irnagine o mind without mentol imoges, where “picture £his™ hos no meaning.
Aphontosio - the inobility to Form mental imoges - is o little-known, rore condition
thaot afFects around one Lo Four percent of the population. In this
presentotion, Eorl will talk about aphantasio and how it has impacted his
professional liFe as o pathologist and o teacher with more thoan 38 years of
experience. He will explore its impoct - both good and bod - on everydoy
experiences such as chess, piono, drowing, reading, memory, and learning, Rnally
speculating on how aphontasio moy afFect creoativity and the hoacker mindset.

Speokers: D Eorl Grown
Locotion: Tobin



a2 Loy 1- Talks

7:00 PM: (Meshtostic Attoacktostic)

In emergencies or ofF-grid scenarios, Meshtastic shines, but it con crumple when
adversaries go ofF-script. Meshtostic is an open-source platForm thaot allows
For long-range, ofF-grid communication through LoRo-based mesh networks. While
ofFering powerFul tools For decentralized communicotion, porticulorly in remote
areas or during emergencies, Meshtostic also introduces o set of security risks
thot could be exploited by adversaries. This talk explores the potential
vulmerabilities within Meshtastic networks, Focusing on attock vectors such as
physical attoacks, privacy leaks, key monagement, and samming. Additionally, the
efFectiveness of the platForm’s encryption and auvthentication mechanisms will
be analyzed, ofFering insights into how these systems con be compromised ond
how users con Fend ofF attockers.

This se=s=ion will include o technical breokdown of known vulnerabilities and
present both simulated ond real-world examples of attocks on Meshtostic
networks. Attendess will goin o deeper understonding oF how to deFend ogainst
these threats, hardening their mesh networks against molicious actors.
Whether you're o hobbyist experimenting with ofF-grid communications or o
security profFessionol assessing decentralized systems, this presentotion will
equip you with the tools and knowledges to secure your Meshtostic devices.

Speakers: Dove "Heal” Schwortzberg
Location: Tobin

11 Doy 2 - Talks

11:00 AM: (Hocking £he Future ot Teslo Science Center)

The year 2026 morks the 110tk birthdoy ofF MNikola Teslo and will also be the yeor
thot the grounds ofF his WordenclyfFe loaborotory will ok lost open to the public.
Leorn obout the lotest goings-on From Tesla Science Center ot WordenclyfFe
detailing their visitor center renovation ond opening: development of their
amoateur rodio stotion and radio club: exponsion oF their public ond educotional
programming with spoce science courses, events, and hackothons: o Future
hockerspoce: and more exciting proJects!

Speoakers: Michosl Coprio, defFrey Yelez, Ed Wilson
Location: Marilloc Auditorium

12:00 PM: (Counter-Surveillonce os Activism: Using Cameras
Agoinst Stote Violence in Isroel/Polestine]

Paolestinion, Israeli, and international anti-occupation octivists in Israel/
Polestine howve been using cameras to deter ond document violence From Isroeli
security Forces and settlers For around two decades. Human rights
organizations Arst storted distributing comeras in the mid-2000=s to Focilitote
docurnentaotion, and todoy, essentially every anti-occupation activist in the
West Goank and Jerusolem corries some combinotion of video coameras,
smartphones, and body cameros to deter and document stote-settler violence.
The octivists also take it upon themselves to toke the videos to sournalists,
human rights orgonizations, courts, and elsewhere: recently, this activism was
the Focus oF the Oscar-winning documentory No Other Lond. This talk will describe
how activists orgonize, whot hoppens to the Footoge, how this activism changed
afFter October Tth, and whot this all meons For thinking about counter-
surveillonce as o strategic response Lo stote violence.

Speakers: Amon Abhishek
Locotion: Maorilloc Auditorium



Doy 3

10:00 AM: (Bureaucrocy Hocking - Creokting Orgonizational
Exploit Choins For Good)

At their core, all bureoucracies are, Fundomentally, inFormation systems,
containing the ability to store inFormoktion, compute inFormation, and shore
inFormotion over a network. This means they all con be hacked. In this Funny,
enriching, and ultimotely inspirational talk, the concept oF “bureoucrocy
hocking” will be: discussed os o way Lo mokes o diFFerence in oany orgonization of
any size, even {perhaps most especially} when you Feel like “Just o cogin the
machine.” The talk will be suitable For o novice audience of any bockground, with
high level reFerences Lo traditional inFormation security, hacking, and of course
social engineering principles. Whot will moke it unique and interesting will be
particular emphosis on the exploitation of the emergent and unique properties
of bureaucracies. It will be most actionable by young, idealistic entrants into
the workForce. And, it may yet inspire the younger versions of ourselves inside
goch of us thot our {worranted} cynicism hos led us to ignore or Forget {ot our
peril). Stories will come From the speaker’s {ond others’} experiences ot
organizations like Meto, the U.S. Depoartment of DeFense, the U5 Novy, and
others. It isintended as a rebuttal Lo, and toolkit For, countering "Pournelle’s
iron low oF bureoucracy.”

Speokers: Adam L. Hesch
Locotion: Morilloc Auditorium

23 Doy 1- Talks

8:00 PM: (Esolongs os o Hocker Folk Art)

The most importont computational art is happening For From museums,
immersive art “experiences,” and the smoldering ruins of MFT platForms.
Esolongs, like demos and code golF, are hocker Folk art, born entirely outside the
art world, yet beginning to get wider ottention o= more digital artists and
poets contribute to the Form. This should not be o surprise with the critical
work it hos done to explore our relotionship with technology, the politics oF
computing, the oesthetics of code, among many other subaects. This talk will
present esolangs, not as o loose collection oF languoge associoted by algorithmic
complexity, but o social history of how each language influenced the next,
drowing From ten years oF interviews For the blog esoteric.codes. It will look at
esolangs as more thon technicol wizardry ond consider aesthetics For £his Form
that oFten pretends to eschew cesthetics entirely.

Speakers: Doniel Temkin
Locotion: Tobin

9:00 PM: (OFF-Grid Doto Running in Oppressive Regimes: The
Pirote Box ProJect {and Sneokernet!}]

In today’s political climate in the WS, the Internet as we know it is in donger of
becoming heovily monitored, privatized, and censored. InFormation oy only be
whot the corporations and government wont you to see, and it moy become
diFfcult For morginalized ond poor communities to hove access Lo Fres
inFormoation and education thot the Internet provides. Gut by building an ofF-grid,
mesh networked system known as the Pirokte Box, it’ll become o pivotol woy oF
being the doto runner your community needs. The Pirate Gox is o Form oF
Sneakernet, and this talk will give you o brier overview of both, as well as
strotegic tools and ways to moake o Pirokte Box oF your own, along with prosects
in the spirit oF the Pirote Gox.

Speoakers: LambdaCalculus
Locotion: Tabin



Workshops

2:30 PM: (Engineering Bios in Focial Recognition: Workshop and
SoFe Experimentol Spoce)

This workshop will demonstrote the Fociol recognition visualizer, which extracts
live inFerences From imoges oF the Face, including estimated age, gender,
emotional expression, and more. The existing Foacial recognition visualizer
soFtwores will be exponded with o prompt engineering component, in which the
participont con develop o prompt thaot mokes Further assessments bosed on
the appeorance of an individual. During the workshops, participonts will be
invited to try out this soFtwore to experiment with difFFerent prompts. This
workshop will reveal how readily AL and mochine learning systems con be trained
to make absolute determinations bosed on input dota, even when those
determinotions are based on biased, incomplete assumptions. Biven that any
video-bosed surveillonce system con be exponded to moke these kinds oF
inFerences, this workshop intends to give participants Rrsthond knowledge oF
how efFortlessly biosed determinations con be made based on Facial surveillance
doto - and how risky these determinations actually ore.

Speakers: Evan Light, Croig Fahner
Locotion: Workshop A / Tobin 213

E:00 PM: (Miolent Python)

Even iF you hove never programmed beFore, you con quickly ond easily learn how to
moke custom hacking tools in Python. The presenters build tools thot perForm
port scanning, brute-Force attocks, crock possword hashes, ond ottock
vorious encryption methods including one-time pads. Python is very popular For
good reason: it’s the easiest longuoge to use For general purposes. This
workshop is structured as o CTF {Capture The Flag), so each participant con
proceed at their own poace. The technigques will be briefly demonstroted, and tips
and help will be: provided as needed Lo moke sure everyone is able to solve ok least
some oF the challenges. All moterials are Freely ovailable and will remain so oFter
the workshop.

Speakers: Som Bowne, Elizobeth Biddlecome
Location: Workshop A / Tobin 2139

B3 Doy 2 - Villages

12:30 PM: (Hom Raodio Village {Day 23]

The mission of the Hom Radio Villoge is to deliver high-quality and innovative
amoateur rodio related educationol content, hands-on experiences, and license
testing sessions online and in-person. The more people know about amoteur rodio,
the more sofe, secure, Functional, and innovative our wireless products,
services, and experiments will be.

Leorn how you con Join the teom of dedicoted volunteers responsible For
generakting all new research, giving tolks ond demonstrotions ok events, building
and testing experiments, as well as ofFering support to the general hom radio
community.

Speakers: Unnomed user
Location: Vilages {Merilloc Terroce}

1:00 PM: [Toilets on the Air Contest {Day 23]

Toilets on the Air {TOTA} is on exciting new contest For licensed rodio amoteurs
during HOPE_ZIE. Compete to moke the most voice, G, and digital contacts with
other obtendees For points and awards like “Worked All Toilets.” Use the TOTA web
site hope-16.totowatch.de to announce which oF the designoted restrooms
you're outside ofF and log your contoacts. Search the HOPE wiki For “TOTA™ to get
more inFo.

Activity orgonized by N2YCR, an amoteur radio club affliocted with the NYG
Resistor hackerspoce in Brooklyn.

Speakers: Unnomed user
Location: Vilages {Merilloc Terroce)



B3 Doy 2 - Villages

12:00 PM: (Hockerspoce Village {Day 23]

The Hockerspoce Villoge is organized by some of New York City's local
hockerspoces. They are all nonproft and 100 percent voluntesr-run.

-WYCResistor. has beenin operation since 2007 and hos been o hoacker clubhouse
with open weekly hack and craft nights, as well as holding workshops oand classes
on many topics. Their spoce in Boerum Hill is home Lo many tools, components,
doodads and art, ond has been o welcoming community For all.

-Hock Moanhottan_ is o place For people to come together ond socialize, work on
proJects, and shore knowledge. They welcome anyone interestedinort, craft,
and technology. Whether you're interestedin electronics or gordening, textiles
or 3D printing, you're invited to come, work, and be part of the community.

-Fot Cot Fab Lob_ since 2013 has been o hub For artists, students, enginesrs,
hobbyists, stortups, ond meetups Lo gother and grow through 2D printing, laser
cutting, CNCG routing, sewing, electronics, photogrophy, ond more.

-The hackerspoce Formerly known as Woodbine_ is also poarticipating.

This is the village to leorn about vpcoming workshops, mestups, and parties. Tolk
about hackerspoce design potterns. Swop stories obout prosects and
organizoktion strotegies in cose you wont to goin o hockerspoce or stort your
own!

Speokers: GuFo
Locaotion: Villages {Merillac Terroce)

28 Doy 1- Workshops

12:00 PM: [(Creative Problem-Solving)

This workshop immerses porticiponts into using both Familior and unFomilior
creative methodologies, problem-solving techniques, and the application oF
diverse tool sets. This comprehensive progrom spons From understanding the
Fundomentols oF creotivity to the proctical utilization ofF creotive ool kits For
generokting and Focusing options in problem-solving scenorios. By the end ofF the
doy, participoants will be equipped with the skills and knowledge necessary For
creative problem-solving, Fostering aninnovative mindset, and providing proctical
tools For addressing chollenges in real-world scenarios. The workshop is designed
to engage participants through structured problem-solving activities, allowing
them to apply voarious techniques in honds-on labs. It will begin with an
introduction to o range of problem-solving strategies, including idea-generation
and Focusing tools, among others. These techniques will help participants
approach challenges systemotically and creoatively. The workshop will be divided
into groups by the Foacilitotor, with eoch group tackling difFerent labs. As
participants work through the labs, they will proctice and apply the tools ond
techniques introduced eorclier The Foacilitotor will guide the groups, providing
support and Focilitating discussion Lo ensure porticiponts are efFectively using
the problem-solving methods. This colloborotive ond interactive Formaot
encourages active learning and helps participonts refne their problem-solving
skills in o real-world context.

Speoakers: Gregory Coarpenter
Locotion: Workshop B / Tobin 221

2:30 PM: (Check Your StufF: A Drug Checking Workshop)

Leorn how touse reagent testing on various substonces in order touse these
substoances more sofely. This workshop will not include the testing of anyillicit
drugs, but will use household items like aspirin, sugor, and baking powder, to teoch
how to test. Attendees will also receive take home inFormation on how to Lest on
their own, and discounted pricing on test kits. By completing this workshop, you
will howe: all the tools and knowledge needed to test your substances okt home ond
consume them more safely.

Speoakers: Jored Skolnick, Adam Cook
Locotion: Workshop B / Tobin 221



26 Doy 1 - Workshops

4:00 PM: (Proctical ond Continuous Security Enginesering
{Storting a Security Program For Free))

This workshop is o honds-on exercise in building o good security program. The
presenters have built security progroams From scratch ot multiple componies
and have Found thot, while the companies con vary, the Fundomentols remain
roughly the same. The gool here is to bridge the gop between common inFosec
vendor Jargon and practicol security engineering work. There's no shortoge of
acronyms being invented every week in the realm of security engineering. Insteod
ofF woding through these buzzwords thot might not even be oround by the end oF
the yeor, this workshop will dig into the principles thot moke For o good security
program. These principles will then be applied with practical hands-on exercises
where you'lluse Free ond open source security tools o build continuous security
auvtoration oand alerting similor £o ones thot hove been built when starting new
security progroams.

Speakers: Mark El-Khoury, Omor
Locotion: Workshop G / Tobin 221

8:00 PM: (Interviewing For the Soke of History ond Memory]l

Among the most importont yet difficult aspects oF preserving historyis to
acquire the stories and memories of people who ployed o parct init. Whether For
an edited pigce, produced proFessionally, or Just to get the record straight
befFore recollection and individuals are gone, interviews are the critical building
block. This workshop gives o context and Foundation For being able to conduct
interviews thot will hold interest and inForm loter generations. Process,
preparation, and Follow through will be covered, as well as o number oF exomples
From the audience.

Speakers: Joson Scott
Location: Workshop B / Tobin 227

E71 Doy 2 - Villages

11:00 AM: [(Blockathon Digitol Escope Room {0ay 23]

The Blockothon is o digital censorship/shutdown environment, presented os o
gornifed CTF experience. It is o technicol obstocle course and an awarensss
raising exhibit, exploring the realities Foced by users around the world Focing
Internet shutdowns. Participants are chollenged Lo break out From the
virtualized network environments over o series of levels oF increasing
complexity.

This Village is led by:

Dmitri Vitaliev {Bio: https://equalit.ie/obout-us/#team-member-31613}

and

Jeremy Yen {Bio: https://equalit.ie/obout-us/#team-member-31662}

Speakers: Unnomed user
Location: Vilages {Merilloc Terroce}

11:30 AM: (Fediverse Village {Doy 23]

The Fediverse Villoge is the ploce For social web hackers to get together okt HOPE.
Stop by tomeet Fediverse developers, learn obout protocols and platForms, and
participote in conversations about the Future oF open social networking
systems. On Saturdoy ot 2 pm, there will be o workshop on Fediverses governonce,
including how to set up network cooperatives to run social networks. On Sundoy
at 2 pm, there will be a Fediverse mini-hackothon For developing new ond extending
old protocols and platForms.

Speakers: Unnomed user
Location: Vilages {Merilloc Terroce)



Villages=s

10:00 AM: (Anarchist Villoge {Doy 23]

A spoce For anarchists, abolitionists, anti-ovthoritarians, other like-minded
Folks, and Friendly Foces to meet ond socialize - where hocking and technology are
tools For totalliberation. There will be Freely availoble swog like zines and
stickers, ond possibly more.

Speakers: kworksr
Locaotion: Villages {Merillac Terroace)

10:30 AM: (Bodge Villoge {Day 23]

Godge, badge, badge! Bring your badges old ond new to the HOPEE Bodge Villoge.
This mystical space will serve as o gothering spot For Folks to work on their HOPE
¥V bodge - or bodges From any hacker con. Feel Free to showcose the bodge
hacking you have implemented on your once basic builds and shore your expertise
with the group. From Humon to Eldritch Moaster, come one, come alll Dust ofF ye ole
bodge thot’s been waiting patiently to hove all systems go since it can’t
remember when.

IF you are the lucky owner of lost yeor's HOPE bodge ond haven't yet begun the
hocking process, the Bodge Teoam hos some recommendations Lo speed your
ascension! IF you wont to develop in the woy thot the HOPE badge producers do,
please install ESP-IDF For the ESP32-C3 and read “Bet Stoarted ESP-IDF”
beForehand. And don’t Forget to bring your computer ond o USE-C coble that is
coapoble of doto tronsFer!

Sadly, while there will not be o new production of the improved HOPE badge in time
For the con to be shored with HOPE_1E attendees, it is anticipoted some Folks will
be returning with their hockable HOPE X\ badges. Much development work has
occurred since lost summer, ond £he Bodge Teom is looking For Fresh minds to
continue the efFort. So bring it and get to hocking - becouse, os they say, it
tokes o village!

Speakers: Unnomed user
Location: Villages {Merillac Terroce)

21 Doy 1- Workshops

12:00 PM: (Wireguord Three Woys: Cooking Up Securityin o
Surveillonce Stote]

It's never been clearer thot we need to hold our communications technology ot
arm’'s length. The rise oF ovthoritarcianism, the Fall oF due process, ond the
ubiquity of dato sniFRng mechonisms poses a threot to anyone and everyone,
even iF they have "nothing to hide.” In such an environment, toking steps to
secure your communications ond digital octivity is basic selF-deFense. BGut the
conventionol advice - “use a VPN - isn’t gonno cut it. Especially iF you are building o
community of any sort thot needs to share inFormotion, you require o more selfF-
manoged networking solution. That's where Wireguard comes in. Wireguard, o
newer VPN technology. allows the creotion oF point-to-point VWPNs thot are wholly
owned by the network participoants. When used correctly, Wireguord networks
moke traffc between trusted hosts unobservable Lo prying eyes. This workshop
will explore three “recipes” For Wireguord networking to Rt various threot
models. Wireguard bosic concepts will be reviewesd, you'll learn how Lo confgure it
quickly For desktop and mobile devices, and you'll And out when to apply soch
Wireguord recipe. Eoch network type will be created by the porticipants! This
workshop tokes no shortocuts, Wireguord ond o minirnom ofF additional tools will be
used to get networks set up, since each additionol dependency adds to the risk
profle. Attendees will leove with on understonding of Wireguord networks, and be
prepored to create one For themselves ond their communitises.

Speakers: Michaesl Taggort
Location: Workshop G / Tobin 223



28 Doy 1 - Workshops

2:30 PM: (Realtime Audio Processing With o Laptop Using
LiCoRICE]

LiCoRICE {Linux Comodular Realtime Interactive Computotion Engine} is an open-
source, model-bosed design soFtwaore tool For running {soft) realtime
applications. It wos developed For systems neuroscience research to collect,
process, and output neuroelectrophysiology doto with empirically guorantesd
millisecond timings. Given its general purpose noture, LICoRICE con also be used to
process audio in realtime, control lighting elements, or For robotics applicotions.
In this workshop, participonts will leoarn obout realtime bosics: how toinstall
LiCoRICE: and will run o realtime application thot records, modifes, ond outputs
an audio streom in realtime.

Speokers: Sabor Doasgupto
Locotion: Workshop G/ Tobin 223

7:00 PM: [(Clow Bock Your Dotao From Big Tech {Todoy) With Cyd)

The Lockdown Systems Collective will be holding o honds-on workshop about Cyd,
the open source app thot helps you clow back your doto From big tech componies.
This workshop will walk you through the Following: installing Cyd, saving your dotao
From X and/or Focebook, deleting whot you woant From those platForms, ond
migrating your daota to Bluesky/Mostodon. IF there's interest, this workshop will
also cover getting stoarted with Cyd development environment, discussion about
how Cyd’s black magic works, and discussion about £the worker-owned Lockdown
Systems Collective.

Speokers: Micah Lee, redshiFtzero, Yoel Grouer
Location: Workshop G / Tobin 223

B2 Loy 2 - Workshops

6:00 PM: (Meshtostic For Hockers: Set Up, Confgure, ond
Deploy Nodes For Advanced Applications]

Meshtostic is o long ronge, encrypted, ofF-grid mesh protocol thot Feotures
many powerFul modules, confAgurations, and settings. For beginners sust getting
started, it con be conFusing to dive into these Feotures. In this workshop, you'll
explore the exciting modules thot moke Meshtostic more Fun and useFul. You’ll
leorn how to customize the encryption, odd hardware like GPS ond sensors, and
chonge the deFoult transmission settings to adopt Lo specifc environments.
Attendees will learn to customize their Meshtoastic nodes For any situotion using
the built-in modules and settings. You'll also learn about attocks ogainst
Meshtoastic, and how to get involved in your local oreal

Speokers: Kody Kinzie
Locotion: Script Kitty Villoge

10:00 AM: [(Lockpick Village With Lockpick Extreme {Doy 2}

Locks are puzzles you con solve without the key! Explore the Fun world oF
locksport with Lockpick Extremes. Leoarn Lo lockpick From Friendly instructors or
proctice whot you alreody know with their assortment of locks and picks. When
you're done, you can shop ot their pop-up shop and toke your new hobby home
with you.

Speoakers: Gob Hermes, Daniel Finegold, Christine Gochron
Locotion: Lockpick Yilloge



&4 Doy 2 - Workshops

12:00 PM: [Build Your Own Meshtostic Node: OFF-Grid,
Encrypted LoRo Meshnets For Everyone!]

Beginners con now creote ofF-grid, encrypted mesh networks For cheop, with
applications in emergency communicotion, sensor monitoring, and more. These
mesh networks hove been popping up in cities all over the world, and this class will
go over everything o beginner needs to run or build their own nodes. IF you've
ever wanted to legally create ofF-grid, encrypted mesh networks thot con span
over o hundred miles, you con get started with building Meshtostic nodes! This
workshop will serve as o beginner user’s guide to Meshtastic, covering
evergthing From hoardware building to soFtwore confguration and modules. You
will create custom Meshtostic nodes, set them up to troansmit, ond explore the
built-in modules and how they work. Attendees will learn Lo solder their own Nibble
Meshtostic nodes, select antenna options, confgure soFtwares, and deploy their
own weokther-sensor nodes.

Speoakers: Kody Kinzie
Locotion: Script Kitty Village

2:00 PM: (Wi-Fi Hocking SelfF-DeFense For Beginners)

This workshop ofFers hands-on instruction using o unique, cot-shaped Wi-Fi
hoacking microcontroller, the Wi-Fi Nugget. Designed to engoge participants in
proactical learning, essential skills For deFending against Four comrmon, yet
powerFul Wi-Fi attocks will be covered. Participants will explore topics like
detecting Wi-Fileaks, the risks ofF QR codes leoding to hidden networks, spotting
phishing networks, ond defFending against advonced Wi-Fi kormo attocks. The Wi-Fi
Nugget is o powerFul tool For understonding ond Rghting back oagainst Wi-Fi
hacking. This workshop is suitable For Wi-Fi hacking experts and those aust
getting started.

Speakers: Kody Kinzie
Locotion: Script Kitty Village

23 Doy 1- Workshops

11:00 AM: (Moake Your Yery Own IoT Cat Lomp With IMLED!]

Wont to creote o beoutiFul, Wi-Fi controlloble LED cot lamp®? In this workshop,
you'll put together a “Purrsheen” cat shoped Wi-Fi lamp thot allows you to
control your adoroble cot baby vio Home Assistont with WLED. This workshop
teoaches about ropid prototyping ond open-source, Internet-controlled LED art.

Speokers: Kody Kinzie
Locotion: Script Kitty Villoge

1:00 PM: (Leorn Beginner Soldering With the Meow Mixer Bodge)

Wont toleorn how to solder? Leorn about circuits and soldering while creating
your own interactive, color-tuning cot badge with the Meow Mixer! In this class,
you'll solder together a light-up, cat-themed bodge thot teoches o simple REE
tuning circuit. By turning the red, green, or blue knob, you con adaust the color
oF the cat’s eyes. PerfFect For beginners and soldering experts woanting to moke
o Fun and cute bodge.

Speoakers: Michosl Roymond
Locotion: Script Kitty Villoge

4:00 PM: (Solder Your Own Cot-Themed Wi-Fi Hacking Tool)

Test out your through-hole and surFoce mount soldering skills to creote your
own open-source, cokb-themed hacking tool. In this workshop, you'll creote o
microcontroller-powered hocking tool that allows students to perForm bod USE
attacks, Wi-Fi attocks, control hardwaore with CircuitPython, ond more!

Speakers: Felix Orozco
Locotion: Script Kitty Villoge



11:00 AM: [(Lockpick Village With Lockpick Extreme {Doy 13

Locks are puzzles you con solve without the key! Explore the Fun world oF
locksport with Lockpick Extreme. Learn to lockpick From Friendly instructors or
proactice whot you already know with their assortment of locks and picks. When
you're done, you can shop ot their pop-up shop and toks your new hobby home
with you.

Speakers: Gob Hermes, Christine Gochrmaon, Doniel Finegold
Locotion: Lockpick Villoge

Villages=s

10:00 AM: (Anarchist Village {Day 1]

A spoce For anarchists, abolitionists, anti-ovthoritarians, other like-minded
Folks, and Friendly Foces Lo meet ond socialize - where hocking and technology are
tools For totalliberation. There will be Freely availoble swog like zines and
stickers, and possibly more.

Speakers: kworksr
Location: Villages {Merillac Terroce)

B3 Loy 2 - Workshops

11:00 aMl: (Bet Your Amoteur {Hom} Rodio License in o Single
Doyl

This workshop will teoch ottendees whot they need Lo know to pass the
Technicion cloass amateur radio license exoam and get storted in amoteur radio. It
includes six hours oF instruction, with the exom administered immediotely oFter
the workshop.

It is sometimes said thaot radio amoteurs were the original hockers, cobbling
together transmitters and receivers From odds, ends, and discorded
electronics. Rodio amateurs continue this troadition todoy, and in addition to
building their own geor, they're hocking on digital communicotions systems,
including both hordwore ond soFtware. Amateur roadio is o great hobby For
electronics enthusiosts and, increoasingly, For hardwore and soFtwore hockers.
Porticipants willincrease their chonces of possing the test iF they downlood
the study guide From www. kbenu.com/study-guides/ and Foamiliarize themselves
with the materiol beFore coming to the workshop. The text For this workshopis
Don’s No Nonsense Technician Class License Study Guide. The PDF version oF the
study guide is available For Free ot the above page. EPUEG and print versions are
also availoble For o small chorge.

Speoakers: Don Romoanchik, Nicole Adams, Ed Wilson
Location: Workshop G / Tobin 223

1:20 PM: [Red vs. Blue: Malwaore - Guild It, Greak It, Block It]

Unleash your inner hacker ond deFender in this hands-on workshop! Dive into the
dork art of crofting Windows and Linux rootkits, then switch gears to learn
malware analysis and reverse enginesring of those rootkits. This workshop will go
From stotic analysis with tools like Binary Ningeo and DetectItEosy to dynamic
analysis decrypting poyloads and extrocting critical IoCs. It doesn’t stop there
-you’ll build detection rules with tools like YARA, ClomAY, 05Juery, OSSEC, OpenEDR,
and Snort signotures to hunt down those rootkits. Cop it ofF by integrating
your deFenses into Elasticseorch and Kiboana dashboord. PerFect For aspiring red
and blue teomers to leorn over a dozen diFFerent open-source tools.

Speoakers: Scott Cook
Locotion: Workshop C / Tobin 223
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6:00 PM: (Evaluoting o Progrom’s Free SoFtwore Licensing)

This workshop involves walking participoants through on evaluation process of o
computer program’s licensing in order to determing iF it is Frese soFftwore or not.
This is not o moster class on evaluating licenses For o mego-corporation, noris it
legol odvice, and is not designed For lowyers. This is o groass roots level computer
program evaluation process to determing iF o progroam is licensed adequotely to
be colled Free soFtware. Along the woy, a reviewsr moy discover licensing issues
or proprietoary code Rles. They would then be in o position For sending suggestions
to the progect in order Lo resolve potential problems.

Speakers: Craig Tophom
Locotion: Workshop G / Tobin 221

2:00 PM: (Dreod Hocks)

This workshop will turn existentiol dreod into mischieF with hordwore ond
soFtware tools. Issues will be tolked about, oFten linked to tech advoancement
thot mokes us depressed about the Future. Prototypes will be creoted For
simple art proJects {electronic or not} thot comment on these issues. 0ld
hardwores will be repurposed into creative tools, prototypes built thot make us
lowgh, and you will hopeFully colloborote with people who share your dread to blend
technicol skills with artistic expression.

Speokers: Anniko Santhoanom
Location: Workshop B / Tobin 227

21 Loy 1- VYilloges

10:20 AM: (Bodge Village {Day 13]

Bodge, badge, badge! Bring your bodges old ond new to the HOPEE Bodge Village.
This mysticol space will serve os o gothering spot For Folks to work on their HOPE
¥V bodge - or bodges From any hocker con. Feel Free to showcose the boadge
hocking you hove implemented on your once basic builds and shore your expertise
with the group. From Human to Eldritch Moaster, come one, come alll Dust ofF ye ole
bodge thot’s been waiting patiently to hove all systems go since it con’t
remember when.

IF you are the lucky owner of last yeor’'s HOPE badge and hoven't yet begun the
hacking process, the Bodge Team has some recommendations Lo speed your
ascension! IF you wont Lo develop in the woy that the HOPE badge producers do,
please install ESP-IDF For the ESP22-03 and read “Get Stoarted ESP-IDF™
beForehond. And don’t Forget Lo bring your computer and o USE-C cable thot is
copoble oF dato tronsFer!

Sodly, while there will not be o new production of the improved HOPE bodge in time
For the con to be shored with HOPE_1E attendees, it is anticipoted some Folks will
be returning with their hockoble HOPE XV badges. Much development work hos
occurred since last summer, and the Bodge Teom is looking For Fresh minds to
continue the efFort. So bring it and get to hocking - because, as they say, it
tokes o village!

Speokers: Unnomed user
Location: Villages {Merilloc Terroce)
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11:00 AM: [(Blockathon Digitol Escope Room {Day 1)

The Blockothon is o digital censorship/shutdown environment, presented os o
gomifed CTF experience. It is o technicol obstocle course ond an oworensss
raising exhibit, exploring the realities Foced by users around the world Facing
Internet shutdowns. Porticipants are chollenged to breok out From the
virtualized network environments over o series of levels oF increasing
complexity.

This Villoge is led by:

Dmitri Witaliev {Bio: https://equalit.ie/obout-us/#teom-member-31619}

and

Jeremy Yen {Bio: https://equalit.ie/obout-us/#team-member-31662}

Speoakers: Unnomed user
Location: Vilages {Merilloc Terroce)

11:30 AM: (Fediverse Village {Doy 1)

The Fediverse Villoge is the ploce For sociol web hockers to get together okt HOPE.
Stop by tomeet Fediverse developers, learn about protocols and plotForms, and
participote in conversations about the Future oF open social networking
systems. On Soturdoy at 2 pm, there will be o workshop on Fediverse governonce,
including how to set up network cooperatives to run social networks. On Sunday
ot 2 pm, there will be o Fediverse mini-hackothon For developing new and extending
old protocols and platForms.

Speakers: Unnomed user
Location: Vilages {Merilloc Terroce)

B Loy 2 - Workshops

12:30 PM: (MHocking Metwork API=]

A Foundotional component of communication between devices is the TCP/IP
network stock. Web browsing, streaming video, secure control, and innumeroble
other applicotions are built upon this technology. This 23-part demonstroation will
use open source tools to Focus on the doto troansFer components UDP ond TGP
while targeting on IoT device. Poart 1is reverse-engineering the network
commands to better understond them and then mimic it {o common ottock
strotegyl. Network protocols will be discussed during this process. Armed with
our new knowledge and =skills, poart 2 will toke them o step Further to discover
and analyze molwore present on the IoT device. Port 3 will cover Fundomentals ofF
network lotency vs network throughput by Forced network degrodotion. This
presentotionis light on slides and heowy on demos.

Speakers: Don Nagle
Location: Workshop B / Tobin 227

2:00 PM: (Hacker Public Radio - IWhy You Should Listen and
Contributel

Mocker Public Radio {hockerpublicradio.org} is o community podocast thot run fve
doys o week. It is dedicoted to shoring knowledge and has been running in various
Forms For nearly 20 yeors. Angyone who hos anything thot is of interest to
hoackers is welcome Lo submit o show. Some oF the topics/skills thot will be
covered are: listening, participoting, recording.

Speakers: murph
Locotion: Workshop B / Tobin 221
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10:00 PM: (Synth Meetup)

This is aninvitation to get together and geek out over music synthesizers, music
synthesis, making sound, and creating music. Hordwore, soFtware - anything
goes! All oore welcome to come oand talk synths, ploy synths, shore progects, learn,
and shore. Some attendees hove made their own synths ot workshops ot HOPEE
- please bring them! Please Feel Frese to bring any synth or sound-moking device.
Evergons welcomes - no need o bring anything but your interest in music, sound,
and noise!

Speokers: Mitch Altman
Locotion: Workshop A / Tobin 213

11:00 AM: (De=signing and Building o Wotch Foce For an E-ink
Wotch)]

This workshop walks through the stepsin designing and building o watch Foce For
Wotchy - an open source E-ink watch. Learn about the soFtwares libraries and
tools used, design considerations, and coveats oF working with E-ink displays. IF
you're interested in E-ink technology and hove always wonted Lo learn more Lo
build your own proJect, check out this workshop! The Watchy hordwore will be
provided For you to keep.

Speokers: Wailun
Locotion: Workshop B / Tobin 221
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12:00 PM: (Hockerspoce Villoge {Day 1)

The Hockerspoace Village is orgonized by some oF New York City's local
hockerspoces. They are all nonproft and 100 percent voluntesr-run.

-NYCResistor. has been in operation since 2007 and hos been o hocker clubhouse
with open weekly hack and croft nights, os well as holding workshops and classes
on many topics. Their spoce in BGoerum Hill is home Lo moany tools, components,
doodads and art, and has been o welcoming community For all.

-Hack Manhotton. is o place For people Lo come together and socialize, work on
proJects, and shore knowledge. They welcome onyone interestedin art, croft,
and technology. Whether you're interestedin electronics or gordening, textiles
aor 30 printing, you're invited to come, work, and be part ofF the community.

-Fot Cot Fob Lob_ since 2013 has been o hub For artists, students, enginesrs,
hobbyists, stortups, ond meetups to gother and grow through 20 printing, laser
cutting, CNC routing, sewing, electronics, photography, and more.

-The hockerspoce Formerly known as Woodbine_ is also porticipating.

This is the villoge to leorn about vpcoming workshops, mestups, and porties. Talk
about hackerspoce design potterns. Swop stories about progsects and
orgoanization strotegies in cose you woant to Jgoin o hockerspace or stort your
awn!

Speoakers: BuFo
Location: Villages {Merilloc Terroce)
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12:30 PM: (Hom Radio Village {Day 1]

The mission of £he Hom Radio Village is to deliver high-quoality and innovotive
amateur rodio reloted educational content, honds-on experiences, and license
testing sessions online and in-person. The more people know about amoteur rodio,
the more sofFe, secure, Functional, ond innovotive our wireless products,
services, and experiments will be.

Leorn how you con Join the team of dedicated volunteers responsible For
generating all new researcch, giving talks and demonstrations okt events, building
and testing experiments, as well o= ofFering support to the general hom rodio
community.

Speoakers: Unnomed user
Location: Vilages {Merilloc Terroce)

1:00 PM: [Toilets on the Air Contest {Doy 13

Toilets on the Air {TOTA} is an exciting new contest For licensed rodio omoteurs
during HOPEIE. Compete to moke the most voice, G, and digital contocts with
other attendess For points and awards like “Worked All Toilets.” Use the TOTA web
site hope-16.totoawatch.de Lo announce which oF the designoted restrooms
you're outside oF ond log your contacts. Search the HOPE wiki For “TOTA™ Lo get
more info.

Activity organized by N2YCR, an amoteur radio club afRlioted with the NYC
Resistor hoackerspoace in Brooklyn.

Speakers: Unnomed user
Location: Vilages {Merilloc Terroce)

=29 Loy 2 - Workshops

2:00 PM: (Getting Storted With ESPHome: From 2ero to Cool)

This hands-on workshop introduces poarticipoants to ESPHome, an open-source
plotForm For integrating ESP32 microcontrollers with home auvtomotion systems.
Porticipants will learn the Fundamentals of confguring ESPHome YANL Rles o
controlinputs and outputs, connect to Wi-Fi, enable remote access, perForm
over-the-air {0TA} updotes, integrote with Home Assistont, and add external
sensors or components. Attendees will walk awoy with the knowledge Lo create
their own simple IoT solutions using ESPHome. No progromming or soldercing skills
are required, making this workshop highly occessible to beginners and anyone
curious about home automation.

Speoakers: Vinicius Fortuno
Locotion: Workshop A / Tobin 213

100 PM: (Digital Music Synthesis/Solder Workshop With
ArduTouch Synth Kit)

Leorn to solder together o woy cool, powerfFul music synthesizer - and learn how
to moke cool music, sound, and noise with o computer chip! For total beginners.
Participonts will leoarn to solder well For liFe, leorn the basics of digital signal
processing, ond bring home o working perForming music synthesizer thokt is
Arduino compotible, open-source, ond has o touch-keyboord and o built-in
speaker/omp.

Speoakers: Mitch Altman
Locotion: Workshop A / Tobin 213
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1:00 PM: Crim: Design SD-Core Jewelry ond Wear Your Visuaolized
Signol Messoage Historyl

Ever wondered whot your message history reveals obout your communicotion
poatterns? This workshop teaches you Lo extroct and visualize your own Signal
messoge history using open-source tools, keeping your daoto entirely on your local
mochine while exploring potterns like messoging Frequency, vocobulory usoge, ond
communication hobits. You'll also practice democratic design to explore
techniques For messoge history analysis, wearable selF-doto collection
concepts, and defnitions of SD-core. With vorious choins, clips, and Jewelry-
moaking supplies available, the presenters will help you store your visuvolized
message history selF-doto on o micro-50 cord thot you con croft into o piece ofF
Jewslry! Bring your own micro-50 or purchase one From the workshop ot cost. You
con subvert the extroctive doto economy and Aount your independence From
the Doto Bionts one Foshionable piece ot o time.

Speakers: Joguar Kristeller, Dono Gretton
Locotion: Workshop A / Tobin 2139

2:30 PM: (Learn Lo Solder With “I Con Solder™ Bodge Kit)

Anyone con learn to solder! It is useFul and Fun. This workshop is For “kids oF all
ages" {and anyone of any age}. Learn to solder by moking o cool badge thot you
con weor and blink wherever you go. The “I Con Solder!” bodge kit is o very simple
open hardware kit thot anyone con use For learning to solder There will also be o
Fun overview of how it works. This workshop is For “totol newbiss™ tolearn to
solder.

Speokers: Mitch Altmon
Locotion: Workshop A / Tobin 213

Doy 2

10:00 AM: (StickTock.com: An Open-Source Alternotive in the
Age oF Digitol Protectionism)

The threotened U.S. bon on TikTok represents o turning point in global digital
policy, reflecting the rise of “datao torifFs” - restrictions on the moverment of
inFormoktion modeled oFter troditional trode barriers. While concerns over
privocy ond notionol security howve Fueled the decision, the move also aligns with
economic protectionism thot benefts domestic tech gionts. The Fallout From
this policy shiFt could Further Fragment the globol Internet, leading to
retaliotory restrictions against Amercican Rrms and diminishing access to
diverse digital plotForms worldwide:.

In response, privacy advocotes and open-source developers hove token action.
StickTock.com is o Free ond open-source Frontend For TikTok, designed to allow
users to access and shore TikTok content without invasive tracking,
advertisements, or the need For o proprietory app. Built by the teom ot
PrivocySofFe, StickTock.com is hosted in Icelond - o yurisdiction with strong
commitments Lo Internet Freedom ond privocy. Their mission is to demonstrokte
that digitalindependence and Free spesch con thrive in the Foce oF restrictive
policies.

This talk will delve into the development ofF StickTock.com os o cose study in open-
source innovoaktion as o means of circumventing censorship and preserving
privoacy. The chollenges oF building privacy-Arst digitol alternotives, the brooder
implications ofF government-imposed digital barriers, and the Future of
decentralized platForms will be explored. In an ero where the Free Aow oF
inFoarmotion is increasingly under threot, open-source solutions ofFer o critical
pothwoy toward digital resilience and user outonomy.

Speoakers: Sean 0'GBrien
Locotion: Maorilloc Auditorium
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11:00 AM: (Hocking the Tech-Industriol Complex: Learning to
See Invisible Systems)

The author of more thon 20 internotional bestsellers gives us aninside view oF
the systems thot drive our culture. Every dominant system works to maintain
itselF, oand we con And strotegies and stories thot push to make things better

Speakers: Seth Godin
Locotion: Marilloc Auditorium

12:00 PM: (Ask £he EFF)

This year, the Electronic Frontier Foundation {EFF} will be returning to HOPE For o
special “"Ask the EFF” panel to address some ofF the pressing questions the
hoacker community has in these troubled times. Panelists will provide updotes on
current EFF work, including the ongoing cose against the “Department™ oF
Government Oversight, educoting the public on their digital rights, organizing
communities to resist ongoing government surveillonce, and more. The ponel will
then turnit over tooktendees Lo pose questions and receive insights on how
users con protect their civil liberties online during on increasingly voloktile
political and world situation.

Speokers: Williom Budington, Lena Cohen, Cora Bogliono, José
Martinez
Location: Marillos Auditorium

9:00 PM: (Exponding the BioArtBot Color Poalette - A Beginner’s
quide to Lob Automotion and BiosoFety)

biooartbot.org/ is a progsect For encouraging curiosity in microbiology and lob
auvtomotion through creotive expression. It is an open source progect built on o
pipetting robot thot drows user submitted pixel ort by placing colored bacteria
on agar Using the story of the GioArtGot development as o guide, this talk will
provide a basic overview of the technologies {hordware, sofFtware, and
wetwore? implemented in the BioArtBot. It will describe how lob auvtomoation is
used in biotech companies, how it might be used by amoteur/community
investigotors, ond how the BioArtBot is aninteresting Fromework to contribute
toiF you are looking to skill-upin lab auvtomotion. It will also describe how the living
pigments For this proJect were creoted and sourced, how you might creote/
source your own, and the amozing diversity of living chemical refneries thot are
bocteria. SoiF you're interestedin robots and bacteria, come And out how we
con commond our Eireless inorganic creations to deposit aesthetically pleasing
arrangements of the ancient Form-Foctor oF all liFe.

Speokers: Donny Chon
Location: Tobin

Workshops

11:30 AM: (A Little Boost: Moking Your Guitor Sing With One
Knob)

In this workshop, you will be building o JFET-bosed clean boost using o 2071
transistor This circuit amplifes your guitor signol without chonging its tone too
much - sust more of your sound, louder and richer You'll bias the JFET tronsistor
soit sitsinits sweet spot - ready to toke your guitor’s signol ond gently boost
it. A Few capocitors clean up the power ond remove unwanted DC. The
potentiometer controls the output level, s0 you can go From o subtle push to o
strongleod boost with sust one knob. By the end of this build, you'll not only hove
a killer boost circuit - you'll also understond how and why it works. So come by and
bring your tone Lo liFe!

Speoakers: Jos Vello
Locotion: Workshop A / Tobin 213
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1:00 PM: (Hocking For Sociol Justice)

“Mow coan my hocking skills become o Force For advoncing social Justice?” Those
who ponder this question oFten know whot they're up agoinst - oppression,
inequality, enshitificotion.... But the poth toword building meoaningFul change can
Feelunclear or overwhelming. This taolk drows From yeors of experience working
alongside activists, humon rights defFenders, and digital organizers, and ofFers o
proactical Froamework For lasting, meaningFul chonge. You'll goin social impoct
stroategies thot will help you align your technical skills with the movements ond
communities you core about. IF you've ever Felt the coll o do more - with
purpose, with clarity, with community - this is your invitation.

Speoakers: Donoceo Yo
Locotion: Tobin

2:00 PM: [Communicaktion and Movement in Internset Shutdown
Protests: Rethinking Mesh Messoging)

2029 was the worst year For Internet shutdowns ever recorded, with neorly
296 documented events across 84 countries. Frequently imposed during
protests and times oF unrest, shutdowns are commonly used as o tactic to
suppress dissent and restrict communication. Mesh messaging is widely hailed as
o potentiol workaround, yet these tools are generally considered unrelioble,
untrusted, and ultimotely go unused. Mesh systems depend heavily on the spotial
relotionships between nodes, but existing research on how people move and
communicote in protest settings is sparse. This tolk explores o holistic
approach to mesh tool design, grounded in qualitotive Rrsthond experiences to
build efFective blockout-resistant mesh tools.

Speokers: Coro Roweno RUiz
Locotion: Tobin
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2:00 PM: (How Low EnForcement Agencies Compromise Entire
Encrypted Chat PlobForms)

Low enForcement agencies compromising entire encrypted communicotion
plotForms to reod peoples’ messoges is no longer an outlier It is the new normoal.
Thot includes the FEI toking o tech stortup called Anom and inserting its own
bockdoor, French authorities pushing o malicious update to tens oF thousonds oF
EncroChot devices, European cops hocking another company called Sky, or any of
the increasing number ofF reloted cases. In this tolk, Joseph Cox, co-Founder oF
404 Media and awthor oF Dork Wire will detail police tactics, pulling From his nearly
ten years of covering the encrypted phone industiry.

Speokers: Joseph Cox
Locotion: Morilloc Auditorium

2:00 PM: (Mot Your Private Army: On £he Trail of Cyber Op=s)

During the past two decodes, hoacktivist spoces hove been infltroted ond co-
opted by hostile interests, ranging From stote actors to political ond corporote
entities and entitled oligorchs. This tolk examines how these ouvtside parties
howve: attempted to build privote cyber armies and tosk Forces through the
recruitment ond exploitotion of groy and black hot hockers. Speciol Focus is
given to the “Anonymous” brand, Western stote actors, and the 2022 Russion
imvosion ofF Ukraine.

Speakers: Emmo Best
Locotion: Maorilloc Auditorium
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4:00 PM: (Both Sides oF the Wire: Surveillonce, Whistleblowing,
ond Building o Cyber Peoce Moverment]

As o Former CIA offcer who exposed the agency’s torture progrom, John Kiriakou
paid the price with his Freedom. In addition to disclosing wrongdoing, he
understonds surveillonce From the inside. This tolk brings together thaot
Arsthond knowledge with o chollenge to the hocker community: we must pursues o
cybersecurity model rooted in cooperation, transparency, and peoce rather
thon confict.

This talk will explain how todoy’s digital ecosystems - including both soFtwore and
hordwores - are vulneroable not only to technicol compromise but also to political
manipulation. The threokts we Foce are not sust From malicious actors or hostile
governments, but From within our own systems. Co-opted code, opaque
procurement processes, and surveillonce-by-design continue to erode public
trust. It is time Lo reclaim the hocker ethos ond direct it toword o global cyber
peace rmovement. Here you will learn why hackers, technologists, and civil society
must leod this efFFort, ond how the only sustainoble securityis one built
colloborotively, withintegrity and purpose.

Speokers: John Kiriakou
Locotion: Maorilloc Auditorium
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6:00 PM: (Cracking Enigmo: A Chronology ofF Cryptogrophic
Breakthroughs)

The Enigmo machine wos o sophisticoted encryption device used by Nozi Germony
during World Waor I1. Its mechanical design utilized three rotors thot scrambled
plaintext into complex ciphertext, with additional layers ofF security From unique
internol settings. However, inherent weoknesses and poor operational
procedures leFt it vulneroble Lo cryptonalysis. The Rrst successFul obtocks on
Enigma were conducted by Polish mathemoticians in the eorly 1930=. By exploiting
repeating messoage indicotors ond rotor cycle potterns, they deduced rotor
wirings and constructed replico Enigrmo machines. Their breakthroughs enobled
systemotic decryption until Germon countermeasures in 1938 Forced new
approoches. Alan Turing and his team ot Bletchley Pork refned these methods,
pioneering statistical techniques and mechanical computotion to accelerote
decryption. Techniques such as Boanburismus and the Good-Turing estimation
method were creoated under Turing’'s leadership. The development of the Bombe
machine allowed rapid elimination of incorrect rotor settings, enabling the Allies
to decipher vost amounts ofF enemy communication. This presentotion will Focus
on history and cryptogrophy. exomining how breaking Enigrmo provided critical
intelligence that shoped Allied strotegies and shortened the war by an
estimoted two years, soving millions ofF lives in one of humankind’ s most
signifcant intelligence operations.

Speokers: Brais Moacknik-Conde
Locotion: Tabin
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4:00 PM: [The Free SoFtwoare Movement: Where It Came From,
IWhot It Meons to Me, and Whot It Could Mean o Youl

This talk is the sourney oF Craig’s discovery oF the Free soFtwore movement and
how it solved his need to And o position in the Aght For o better tomorrow. The
hope is toinspire others to shore this viewpoint of Free soFtwore and to ses
how it is o critical Foctor For civilization iF we want to avoid the nightmore
dystopio which awaits us alliF the Free soFtwore movement Fails.

Speoakers: Craig Tophom
Location: Tobin

2:00 PM: (Pirocy Is the Post, Present, ond Future of
Streoamingl

OfFcial ratings of TV viewership and box offce revenues For Alms never tell the
whole story oF how people access popular medio texts and insteod promote
platForms or corporations. Mony millions around £he world consume medio
through unofficial channels, especially peer-to-peer (PP} fle-sharing networks.
In this session, you will be introduced Lo alphok&l, an ongoing reseorch progect
with six yeors of TV and Rlm distribution dota thot reveals trends ond oddities in
global media desire. The speakers will present doto on the quantity, iming, and
locotion ofF downloads For moJdor television series ond Alms, ofFering dato on
unoffRcial global audienceship ond speculating on new insight s about cultural
circulotion, transnotional belonging, ond Foandom.

Speakers: Abigail De Kosnik, Bendomin De Kosnik
Location: Tobin
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2:00 PM: (Phrock Mogozine #712 - 40th Anniversory Releose
Portyl

Celebrote 40 years oF legendory hoacking with Phrock Mogozine! Netspooky and
TM2 will be dropping o speciol hardcopy release of their mogozine, packed with
cutting-edge reseoarch, underground insights, and tributes Lo decodes of digital
rebellion. Don’t miss this milestone issue - crofted by the hoackers For the
hockers. Free, of course, os alwoys. Grab your copy, meset the crew, ond honor
the zine thot defned an era.

The talk will explain o bit about Phirock’s history, how it all storted, and where
it’s going - the vision oF the new editoriol stofF and how Phrock is changing. You
will get o rare insight into whot it takes to run onunderground hocking mogazine.
You'll leorn what it’ s like to work with the many avthors, reading and Rxing
articles, dealing with obscure submissions, and whot it tokes to get your article
accepted ond become an auvthor in Phrock.

For £the Arst time ever, a “secret chollenge™ hos been included in the hoardcopy
moagazine For you to And ond to solve. The prize For the winner will be revealed at
the talk.

Speakers: Netspooky, TMZ
Locotion: Morilloc Auditorium
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6:00 PM: (Solving My Identity Crisis)

Traditionally, Internet accounts are controlled by the service providing them.
There is no ‘number portability’ For email oddresses. Switching costs discourage
service chonges. Recently, Bluesky has disrupted this model and 32 million users
now use account nomes bosed on the Internet identity infFrastructure, DNS -
noames thot users coan register oand control directly through DNS handle
providers.

This presentotion will describe three stondards proposols extending this
approoch. enywhere extends the acuthenticotion approoch to allow DNS hondle
accounts to be used ok any Internet resource, not Just those running
ATprotocol. enyone combines the DNS hondle approoch with J5Contoct to provide
account portability ond secure exchange of credentials For end-to-end secure
communication. enything allows network connected devices to become true
Internet things with an Internet DNS nome, WebPKI credentials, and using
enywhere ond enyone Lo support access control.

Speakers: Dr Phill Hollom-Boaker
Locotion: Marilloc Auditorium

:00 PM: (DIY Police Scoanner With SDR= and Open Source
SoFtware]

Police accountability requires transpoarency, but access Lo relevant inFormation
is Frequently hindered by colloborators in government or the police themselves.
Fortunotely there is one source oF inFo we can taoke into our own hands: their
radios. Police in the United Stotes largely use the digital, trunked rodio system
“ProJdect 28." We canlistenin to this using spoare computers, o Few SoFtware
Defined Rodios {SDRs}, and open source software. Even better we con go For
beyond whot very simple broodcocostiFy-style dispotch streoms ofFer like hoving
our own archives of rodio trofRc. Bosed on an actual system thot sees real-
world use, this talk will cover how to set up your very own DIY police sconner
Ansible ploybooks and supporting scripts to streoamline the process will be
releosed, ond practical tips and lessons For real-world applicotions of such o
system will be covered.

Speakers: nop
Locotion: Morilloc Auditorium
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2:00 PM: (De=sign For Neurodiversity: Creoting Neuro-Inclusive
Spoces)

This tolk will explore the concept of neurodiversity and its implications For
designing events and spoaces with neurodivergent people’s diverse needs in mind.
The neurodiversity paradigm promotes embrocing neurologicol difFFerences,
emerging From the autistic rights and disability yustice movements oF the 1930s.
Accessibility guides and resources rarely Focus on neuro-inclusive design. The
presentaotion will highlight strategies For creating neuro-inclusive environments
inFormed by research in education, including exomples such as low-sensory rooms
inlibraries and confFerences. Attendees will be encouraged to reflect on how
neuro-inclusive design con beneRt the communities they engoge with.

Speoakers: Dorothy Howaord
Locotion: Tobin

2:00 PM: (Invisible Ink oF Compression)

When you pop the hood of RFC 1921 {DEFLATEY, there lies an interesting ployground
thot would be otherwise unseen in the context oF compression use cases. This
tolk will address many aspects oF the ubiquitous DEFLATE compression, none of
which involve compressing dota! “Designer Compression” scenorios will be
explored, such as blocks of DEFLATE doto thot con be Fully ASCII printable,
contain no doto, bufFer underflow access of nulls, ond even apply Forms of
recursion. We will also see Forensic doto extroction From compressed Fragments,
employ difficult to detect watermaorking, demo o covert channel PoC {deflote in
http), and Forever-cookies. The presentation style will take o high-level frst
pass and then dig into the technical details with the time leFE.

Speakers: Xlogicx
Location: Tobin
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12:00 PM: (Top Ten: Democrotic Open Source SoFtwore Defined
Rodio and Amateur Rodio Applications Thokt Motter Todoy)

A moJor beneRt oF the widely used open source Git plotForm is every proJdect is
votedon by its Followers, making selection easy For whot is the most populor and
worth poying attention to. This presentation Focuses on the top voted
applications Focused oround soFtwore defned rodio, as well os amateur “hom™
radio. Time only permits the top ten to be covered. Thisis a greot way Lo
showcose how diverse these two crossover topic areas hove become in recent
yeors. Some proJects ore purely soFtware-boased while others are o mix oF open
source hordwore plus soFtware. High level coverage of these amazing proJects
will be included, but will be explored inmore depth os port oF o seporote hands-on
workshop during HOPE1E, making this presentotion o must ottend For anyone
interestedin roadio-reloted topics!

Speokers: Steve Bossert
Location: Tobin

1:00 PM: (Unearthing Aird

Breathing polluted air is anunFortunaotely common humon experience. Yet even as
particulote motter settles in our lungs and occupies our minds more thon ever,
most ofF us lack the words and obilities to creote better breothing
environments.

This talk will invite the HOPE community to develop personal ond proactive
approoaches to the air we breothe by bringing it down Lo earth. Air is invisible, but
very moteriol and personal. This talk demonstrotes hacking opportunities in the
tools we troditionally use Lo sense, measure, ond make air moks sense. The
presenter will dive into communicotion tools like the air quality index, open source
sensors, and the emerging ethics oF community air quality monitoring.
Importantly, everyons will come away with Fresh Fromeworks and tools they con
use to begin designing their personol pollution priorities.

Speakers: Todd Whitney
Location: Tobin
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2:00 PM: (When the Lowmon Comes Calling - Government Doto
Dermonds and Online PlotEForms)

Drowing on over o decode oF experience, this tolk will Arst introduce the
stotutes, rules, and concepts governing low enforcement requests For user
dota, ranging From bosic subpoenas to secret FISA seorch warroants. From thot
Foundotion, the discussion will cover proctical steps thot web services and
individuaol users can take Lo reduce their legol attock surFoce, minimize their
risks, and moximize their protection From invasive doto disclosures.

Speokers: Fred Jennings
Locotion: Marilloc Auditorium

3:00 PM: (From Activism to Hocktivism: Resisting Digital
Repression)

This panel discussion will ofFFer insights into the chollenges Foced by humon rights
deFenders and hacktivists in todoy’'s context oF intensiRed digitol repression,
including surveillonce, censorship, and cyberwarFare. The three panelists will
report From the Frontlines, sharing their technicol expertise and experiences
living among activists and supporting them in their work in difFerent countries.
Topics will include hocktivism in Ukraine, discupting surveillonce in Sercbia and
Thoilond, ond tech and reproductive rights in the USA and worldwide. Each
panglist will briefly share their stories and insights, and then the discussion
between them and the audience will be opened.

Speokers: Gobrielle Joni Verreoult, Elino Costillo-dinmnez, Joane
Eklund, KEen Mayers
Location: Marilloc Auditorium
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10:00 PM: (Hockers Got Talent)

It yust wouldn’t be HOPE without another instollment of “"Hackers Got Talent.”
This is an opportunity For hockers From all around the plonet to show ofF their
tolents in this cheeky disploy of hocker {ond totaolly non-hocker? skills. Just sign
up ot InFolesk and the tolent you decide to share is entirely up Lo you.
{Seriously, anything you're good ot is o tolent.} Hocker archivist Jason Scott will
agoin be on hand to keep everything moving. Judging will be: done by o combination
of panelists and audience members. First place wins a valuable prize! Second
ploce... we'll see.

Speokers: Joson Scott
Locotion: Morilloc Auditorium
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10:00 AM: (Thing=s You Wish You Knew About SoFtwore Testing)

Everybody agrees thot soFtwore testing is important, but how does one
actually go about accomplishing this efRciently? Here is o presentotion about
testing thot has actual examples, immediate tools that con be used, and some
really interesting ond unexpected ways thot code con break. Thisis a Fast
moving presentation discussing techniques in o woy thot both coders and non-
coders can learn.

Speakers: Don Nagle
Locotion: Tobin

11:00 AM: (Build a Tech Community in Your Neighborhood, One
Mackothon okt o Time)

This talk chronicles the Journey ofF creating o vibront tech community through
short, accessible two-hour mini-hockothons thot lower barriers to
participotion. The speoker shares their experience of building Flushing Tech’s
successFul bi-weekly hockothon progrom, and provides o procticol roodmop For
you to try this okt home in your own neighborhood. Leove with actionoble
guidelines For storting similor initioktives thot emphosize the importonce of
creating an inclusive environment thot welcomes participants of all skill levels
while maintaining enough technical Focus o drive meaningFul proJect
developrment. This talk is ideal For community organizers, tech enthusiosts, and
anyone interestedin Fostering grassroots innovation in their local area.

Speoakers: Williom Hutson
Location: Tobin
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10:00 PM: (Neon Edge and Detour The Lover)

Neon Edge {Scott Burgert} will toke the stoge to reimagine hidden cosmic records
as rhythmic sonic artiFocts by putting together songs From scratchin Front of
the oudience. Accompaoanied by live-programmed visuvols, the perFormonce will
become animmersive Journey thot pushes beyond the conventional boundaries of
music and sound.

To cap the electronic beats, Detour The Lover {Troy YanDerloFske} will deliver his
row emotional songwriting live vocally. His lyrics are vivid and equaote o
experiencing the Feelings we beor within but do not express.

In addition to the perFormance, Neon Edge and Detour The Lover will also be
hosting o discussion on their creation and production process. They will be talking
about how the live show and visuals merge ond how they work on writing and
producing their music.

instogram: ensonedgemusic

soundcloud: neonedge

11:30 PM: (A History oF Music: From Hondel to House)

Randy Moraine will play 20 minutes oF music on piono stoarting From 17129 and ending
in the year 2028 in a single medley. Each song will low into £he next one, passing
through vorious styles, decodes, composers, and musicions. Rondy wos o music
teoacher beFore working in cyber Exposing students to various styles of music
was one oF £the most Fulflling poarts of thot gob. He hopes to recreate this on
stoge. {The medley song list will be shored vio QR onstoge.}

For the lost port of the perFormance, Rondy will toke shovtouts From the
audience of difFerent themes, emotions, styles, tempos, etc., and try Lo do o live
improvisotion ofF three pieces bosed on the most common suggestions.

Randy is the monoger of cybersecurity engineering ot JetBlue Airwoys, basedin
Queens. He has been to 91 countries ond all 20 stotes, oFten traveling with o MIDI
controller to creote music boased on surroundings in every corner of the earth.
Me is passionote about cybersecurity, poarticulorly defFense avtomotion,
security doto analytics, aircroft security, hurmmon exploits ond defFenses, ond
digital Forensics. He ploys around New York City ot vorious venues throughout
the yeor and loves Lo perForm while interacting with the public. He believes music
and the arts are nesded Lo boloance the oFten intense world oF cybersecurity
and technology.
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10:00 AM: (OFF world Yoygoge: Con Training For Mars Explorotion
Also Address Humon Adoptotion to Climate Giodevastation on
Eorth?])

This talk will present the design philosophy behind OFF world Yoyoge:, o
decentralized science initiotive that develops ecologically sustainable Lraining
habitokts For use in simuloted Mors surFoce exploration missions - while also
solving For adaptation to extrems climote change on Eoarth. The OFFworld Yoyoge
M.A.R.5. Tesseract Spoace Analog Simulotion Hobitokts were designed with o zero
waste ethos For minimal envicronmental impoct by inventor Scott Geibin ond
Michoel Flood. The modulor and portable structures oF the hobitots include: o bio-
dome For cultivoating orgonic vegon plant-bosed and Fungi-bosed nutrition
sources, autonomous power production, advonced waste reclomation, o science
laboratory For experimentation ond research, o spoce medicing bay, o
Fobrication lab For prototyping and repair, Focilities For Rtness ond creativity
as well os a kitchen and living quarters.

Mis=sion immersions incorporate o vision of the Future when space hos become
accessible Lo all through £he use oF emerging ecologically sustainable
appropriote technologies enabled by new types of egalitarion economic
structures and coordinotion methods. Crew activities include EVA explorationsin
pressurized spoace suits outRtted with bio-sensors, 30 printed construction
using regolith, utilization oF open source communications tools, cooperative
governance exercises and the practice oF mutual aid and consensus decision-
making in mission planning, problem-solving and selF-suFRciency challenges in the
Foce oF extreme resource scarcity, simuloted time-deloyed communications, and
experiments to anolyze the efFects ofF isolotion on astronauts during ofFworld
missions.

The inougural mission For the MA.R.S. Tesseroct habitoks will occur in o remote
desert locotionin lote 202%. It will include the Founders ofF the prodect, Scott
Beibin and Elizabeth Jans Cole, who are both alumni of the Mors Desert Research
Station {Mission 286} and core committee members of The Journal For Spoce
Analog Resesorch.

Future plans For the progect include the development of pressurized Focilities
and closed loop systems, as well o= development oF public goods including
hordwore and soFtwore For Space Analog Research and 5. T.E.A.M-bosed
educational progroms.

Speoakers: Scott Beibin, Elizabeth Joane Cole
Location: Little Theoktre
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11:00 AM: Crim: Reclaiming Personol Doto Sovereignty in the Age
of Weoarobles)

As we approoch o Future where body-worn devices copture increasingly intimote
biometrics, the question oF who controls thot doto hos never been more urgent.
This talk introduces rim, o techno-social vision oand set of protocols challenging
the stondord model oF cloud-based doto extroction by building tangible, person-
to-person systems For storing ond sharing potentially intimate live dato
streoams, innovokting at the edge of toboo to expond humon connection while
preserving privoacy and ouvtonomy. There will be o demonstrotion of early
prototypes oF wearable devices implementing an “5h-core™ aesthetic and
detailing the technical underpinnings of protocol concepts including datao
“dissolution™ and “crystallizotion™ with erosure coding ond intermittent
connection tolerance. Geyond technical implementaotion, the presenters will
discuss how this paradigm shiFt creotes spoce For entirely new Forms oF humaon-
to-humon connection ot the boundary of whot’s technically possible and socially
acceptoble.

Speakers: Dona Gretton, dJaguoar KEristeller
Location: Little Theoktre
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8:00 PM: (Bridging the Decentrolized Gap: Shored Hacker
Values, Cypherpunk Roots, and the Future oF Blockchains)

This panel will delve into the deep-rooted connections between hocker and
cypherpunk culture ond the evolution oF Ethereum and blockchain technology,
troacing their shored emphasis on decentralizotion, privocy, ond open-source
principles. By revisiting the historicol context of the 1990=s Crypto Wors and
proJects like PGP and Tor, the discussion will highlight how these eorly movements
laid £he groundwork For the vision oF o trustless, user-sovereign Internst. The
poanel also will aim to debunk common misconceptions thot associate blockchoins
solely with scams or speculotion, showcasing real-world applications such os the
Ethereum Name Service and privacy-preserving technologies, while emphosizing
the ecosystem’s pivot towards public goods and accessibility. Ultinmotely, the
conversation willunderscore the enduring, collaborotive vision of both hocker
and blockchain communities - advoancing censorship resistonce, user
empowerment, Anoancial privacy, and o decentralized digital Future.

Speoakers: AlexonderUrbelis, Phil Daion, Harry Halpin
Locoation: Little Theoktre

3:00 PM: (Computotional Techniques For Maoking Karaoke
MHorder]

Robot Korooks is a live comedy show thot swops lyrics with Frogments oF text
drawn From o cotalog of esoteric dotasets {quora questions, web banner ads,
tax Forms, and more) to creote and sing never-befFore-sung korooke songs. This
tolk covers how the doto is sourced, how the songs are phonetically annototed,
and how the show is run and the core sofFtware {Ehe Weird Algorithm} developed.
The presentotion will end with o demo of the Future of koraoke.

Speakers: Jamie Brew
Location: Little Theoktre
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6:00 PM: (Leading and Survival When TSHTF - A Lighthearted
Look at the End oF £the World)]

There's o moment when you realize that yes, everything may actually be on Rre.
As individuals, we con collapse, or we can toke oction to ot least increose the
odds oF o positive outcome. As leaders {manogers, parents, Friends), we hove to
hold it together, Aght to creote soFe spaces, keep our teams motivated, and
somehow Rnd time For selF-coare - without letting an octive adversory turnus
into the hurmon equivalent of burnt toost.

This talk will explore the oart of leading in the midst of choos, drowing on o punk
ethos, irreverent humor, and o sprinkling of procticol advice. You'll see how to
preserve diversity oand inclusion when everything Feels like it’s Falling aport, how
to support your teom without losing your mind, and why it’s okay to cryin the
shower {Just not every day}.

Speakers: George SandFord
Locotion: Little Theotre

:00 PM: (The Future of Email Is Open)

Email is one of our most essential tools, yet it’s controlled by o handFul ofF
corporations thot scon, monetize, ond gote-keep our communication. In this talk,
the presenters willintroduce OpenEmail, o ground-up Fre-inogining of async
commmunication built on o radically simple, open protocol. Designed For privacy,
integrity, and interoperability, OpenEmail combines end-to-end encryption:
decentrolized delivery:; and o public, extensible architecture Lo give users true
ownership oF their communication, and developers the Freedom o build on top oF
an open social protocol. They will explore how o spam-Free, surveillonce-Frees inbox,
where messages are trustworthy by design, can reclaim the Internet as o spoce
For open, human connection, Free From Big Tech. More thon Just o talk, thisis o
call to arms: to take bock control oF our communicotion and build o digital Future
thot serves people, not proRt.

Speokers: Dedon Strboc, Williom Lessord
Locaotion: Little Theoktre
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12:00 PM: CAging Cyber SoFely]

This presentotion asks how we con better core For our older adults ond improve
cybersecurity oaworensss training and policies with their needs in mind. Americon
adults over the age of B0 Rled over 100,000 cybercrime-reloted complaints to the
FERILin 2023 and experienced losses amounting to $3.2 billion. Older adults are the
most vulneroble to cybercrime, and studies hove Found they Feel ashamed to
disclose hoving been victims. Although importont initiatives exist, such as
Allstate’s training sessions on cyber safety and ARRP' s Free Froaud helpline,
there’s o noticeoble shortoge in relevant resources. This research exomines
emerging cybersecurity awareness resources and policies supporting older
adults, drowing From interviews with FINRA ond £the Identity TheFt Resource
Center {ITRC}. It also presents fndings From the cybersecurity awareness
initiative Founded by the presenters: the Cyber Care Institute, recently
introduced to Four organizations and over 100 students in New York City.

Speakers: Loura Sang Hee Scherling, JoseRno Piddo
Locotion: Little Theotre

1:00 PM: [Hocking Search: Kagi's Revolt Against the Ad-Tech
Mochine]

You know the drill: search For ofFfcial trovel inFo, get an overcharging third-party
site. Look For a hotel, get o misleading aggregotor. “Free” search costs you time,
money, and trust. Kagiis the revolt - o paid, obsessively user-centric search
engine architected to serve you, not the odvertisers. This session reveals how
Kogi sidesteps the surveillonce model, leveroging diverse sources and AL tools
{under your control} to deliver clean, customizable results. Founder Viod Prelovoc
will detail the tech choices enobling genuine user agency {blocking SEQ garbage,
elevating trusted sources via flters), the challenge of building viable
alternotives outside the ad-tech ecosystem, and the Aght to restore user
agency agoinst doto-hoording monopolies. IF you're tired oF being the product on
the web, Join the resistonce.

Speakers: Vlodimir Prelovac
Locotion: Little Theoktre
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2:00 PM: (HOPE_1E Bodge - No Bodge, Mo Problem)

Electronic badges hove become o Focol point of hacking conFerences and key to
growing the immersive conFerence experience! This tolk will provide o brief
history oF electronic conFerence badges, as well os discuss the good, the badge:,
and the ugly From the speakers’ obtempt ot o new and improved production run
this year Sodly, while there will not be o new production of the improved HOPE
bodge in time For the con to be shared with HOPE_E attendees, this will still be o
lively discussion oF everyone's Fovorite bodges From past hocking conFerences.
The des=sign and production challenges thot inevitably cropped up will be discussed
in detail. The struggle o produce o working badge aligning both Funding and
Functionality is real This yeor hos been no exception, with voarious uncertainties
such as toarifFs ond geopolitical norms ot ploy. Despite the chollenges, many
lessons hove been leorned. This is an opportunity to plan For o Future run, shore
experiences with others, and get more interested individuals Lo Join the teom
and get involved.

Speakers: Victoria Joh, Vinicius Fortuno
Locotion: Little Theotre

2:00 PM: (Systems of Dehumanizotion: The Digital Frontlines ofF
the Wor Agoinst Bodily Avtonomy)

This presentotion covers the years of security research and surveillance
investigotions thot Daly {o senior stofF technologist ot the Electronic Frontier
Foundation} has done on the various threots Focing movements For badily
auvtonomy. She covers the bad Internet bills thot mode sex work more dangerous,
the ongoing struggle For abortion access in America, and the persecution oF
troans people across all spectrums of liFe. These issue-spaces are deeply
connected, and the digital threats they Foce are uniquely dongerous. Come Lo
learn about these threok models, as well os the cross-movement strategies
being built For collective liberation against an authoritarion surveillonce stote.

Speakers: Doly Garnett
Location: Little Theotre
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4:00 PM: (Bock to Boasics: Building Resilient Cyber DeFenses For
Multiple Use Cases)

In spite oF novel cybersecurity threats, digitol security advice hos remained
largely unchanged in recent yeors. In Foct, a lot of advice in response to high-
profle attocks doesn’t actually address risks people are most likely to Foce. This
talk will analyze several high-profle digitol security concerns, whether viral
advice to oddress it would hove been efFective, ond whot steps could be token -
both beFore ond afFter the issue arises. You will hear ofF lessons learned From
years of auditing and updoting Security Planner, a digital security guide thot
provides customized plans bosed on responses Lo a Few survey questions. The
presentotion will Further delve into woys to segment digital security advice so
thaot it’s personalized to the individuol, their devices, their technicol capabilities,
and the type of risks they're likely to Foce.

Speoakers: Yoel Grover
Locoation: Little Theoktre

2:00 PM: (2odioc Killer Morketing: How I Used Codes, Cyphers
and MeFarious Meons o Launch o Covert Food Business)

During the pondemic, Adom lounched Golactic MegaStallion, o new vegan Food
business, but decided traditional morketing was boring and morally icky. Instead,
he creoted an eloborate system of codes, cyphers, a mysterious hotline, ond
strotegically fondillegally} ploced billboords that led curious people o fnd his
Food through coordinates. This presentation will cover how and why he developed
this unconventionol moarketing approach, ond how breaking traditional
marketing rules and business conventions actually built o delighted customer
bose.

Speoakers: CheF Adam Sobel
Location: Little Theoktre
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